1. MotevEeTE OTL Eival avaykaio | OXL voL OPLOTEL TO ONUELO TEPUATIOHOU SIKTUOU;
NapakaloUpe TEKUNPLWOTE TNV anodn oog.

O opIoPOG TOU onUeiou TepUaTiopoU dikTUou (STA) €ival avaykaiog yiaTti onwc
Qaiveral oTnv Npagn Ta TeAeuTaia xpovia, n NoAITIKN TwV NAPOXwWV Mou eMIBAAAE
TN XPronN OUYKEKPINEVOU gEoNMAIONOU €Xel OnUIoUpYNoel MOAAG NpoBARNaTa, oNwg
OIKOVOWIKN €MIBApuvVan yia Tov TEAIKO XpAOTN ToUu KOOTOUG TEPHUATIKOU €EonAIoUOU
kaTtd Tnv aAAayn and ndpoxo o€ napoxo, BAGBeG, OUCAEITOUPYIEC KAl XauNAR
anoddoaon dIKTUOU AOYwW KAKAC NoidTNTAG TEPUATIKOU £E0NAIOHOU, CUCOWPEUON
axpnoTwWV NAEKTPOVIKWV CUCKEUWV Kal dAAa, Ta onoia avaAuovTal d1€€odika oTnv
andvTtnon TnG epwTnong 2. 'OAa Ta napandavw 0a avTiJeETwNoTOUV JE TOV OPIOHO
TOU 2TA.

2. NMowo onpeio Bswpeite kataAAnAotepo va oplobei wg onpeio teppatiopou diktvou (A, B
1 C). TEKUNPLWOTE TNV AMAVTNON GG,

KataAAnAOTEPO onpeio yia opiohd Tou WG Znueiou TepuaTiopoU AIKTUOU KpiveTal
To A. AKoAouBei n Tekunpiwon opgadonoinuévn KaTtd evoTnTeC.

IStwTtikoTnTAL

H npooTtaciag Tng 1I01WTIKOTNTAG EMIBAAAEI va PNV €XEl 0 NAPOXOG NpdoBaacn oTn
OuOKeur and Tnv onoia nepvasl n Kivnon evroc Tou TonikoU dIKTUOU ToU TEAIKOU
XPNaoTn. AuTn n 1I0XUpn anaitnon ouvnyopei oTov opIono Tou XTA oTo onueio A.

Aopdleia

H aopaAeia dedoueévwy n onoia €ival kpioiung onuaciag, eniBAAAel va pnopei o
TENIKOG XpNOTNG va kavel updates oTov router Tou ) KAl va Tov avTikabioTa kaTta
To doKOUV. H PEXPI TwPA NMPAKTIKA TNG XPNONG TEPUATIKOU €EONAIONOU NMOU NApEXEl
0 ndpoxoc £xel deikel OTI yia npogaveic Adyoug kd6aToug diveTal eEONAICHOC
PTNVOG, NAPWXNHUEVOC, XWPIG support anod Tnv €Taipia KATACKEUNG Kal Xwpig
ouoTnuaTika updates. Eniong, av 0Aol ol NEAATEG €xouV iDI0U KATAOKEUADTN
€EonAIOUO, €4V eugavioTei kanolo exploit Ba Toug ennpedcel 6Aoug, o avTiBeon Ue
TNV NEPINTWON NOU UNAPXEl NOAUNOPPIa Tou €E0NAICUOU NOU XpNoIKonoloUV ol
NEAATEG. ZUVENW®G Kal N aopdAeia 0edoPéVwY WG {NTOUHEVO €NIBAAAEI TOV 0pIOHO
Tou =TA oT0 onueio A.

Mototnta UnNPEoLWV ri/KaL EAATTWUEVN TTAPOXI UTTNPECLWYV

H noidTnTa unnpeciwv NAATTETAI ouxvoTaTa anod Tov eE0NAICHO nou enIBAAAEl O
napoxog OTov TEAIKOU XPnaoTn, 0 oMnoiog gival NapwxnUEVOG, XaunAwv
duvaToTnTwV, ME bugs nou kabioToUv cuxva opicpéva features Tou aduvara oTn
xpnon (n.x. multicasting, dynamic DNS). Ta online forum €ival yepdta ano
napanova XpnoTwV OXETIKA YUE NPOBANUATIKO KAl KAKNG NoidTnTag eEoNAIOUO nou
gival avaykaopévol va xpnoigonoiouv. MoAAoi routers yia napddeiypa JnAokapouv



To SIP port (yiaTi To xpnoigonoloUv ol id1ol) PHE anoTEAETHA va PNV Knopei Kanoiog
va kavel €va SIP trunk pe kanoiov SIP server oto Internet. Eniong noAAoi routers
MMAOKApouv To port 22, To onoio 0gv YNopei va To Kavel o TEAIKOG XpAoTNG
avakaTtelBuvon og kanoiov host Tou ecwTepikoU dIKTUOU, YIATI TO XPNOIKonolouv
ol idlo1 ol routers. AA\o napadelyua eival To dynamic DNS onou kafe router
unootnpilel dikoUg Tou dynamic DNS providers, kai xpeidlovTal aAAayeg ano Tnv
HEPIA TOU TEAIKOU XpAOTN KABe popda nou aAAdadel router ) napoxo. MNa noAAoug
XPNOTEG TOU EUPUTEPOU XWPOU TNG MANPOPOPIKNG AuTaA ival coBapd npoBAnuara,
310TI NpocBaocn oTo Internet dev onuaivel yia 6Aouc anAwc Facebook, Web &
Netflix. Kal auto To onueio ouvnyopei aTtov opiopd Tou XTA oTo onueio A.

YITEPOYKEC XPEWOELC TNAEQWVIAC

Av o1 ndpoxol BEAouv ONwG IoXUpilovTal va NpooTATEWOUV TOV TEAIKO XpPnoTn ano
UNEPOYKEC XPEWTEIC KAl yia ToV AOYyo auTov dev divouv Tou KwdIKoUG TNAEQwvViag
(SIP credentials), ynopouv anAwg va dwaoouv TNV duvaTtoTNTA OTOUG NEAATEC TOUG
nou {nToUV TougG KwdIKoUG TNAEQWVIag va opifouv PEYIOTN XPEWON KETA anod Tnv
onoia 6a diakdNTETAI N UNNpPedia TNAEQwWViag. UVEN®G Kal N NpooTacia Twv
neAATWV w¢ {nToupevo dev eunodileTal Je Tov opiohd Tou XTA oTo onueio A.

AlaAettoupyikotnta TepuatikoU EEomAtouou ue to dnuoaoto Siktuo

'Onw¢ pabaivouue kal oTo NpwTo £T0¢ onoudwv MANPOPOPIKAC, 0 AOYoG nou
neTuxe 1o Internet eival 0TI opioTnkav Koiva NpwTOKoAAa diacUvdeong Kal
EMIKOIVWVIWV. 'ETOI, ONoia GUOKEUN TNPEi auTd Ta NpwWTOKOAAA Wnopei va
dlacuvdebei, €iTe gival unoAoyioTng, KivnTd, Aauna r wuyeio. O napoxog Internet
Kal TNAEQwviag, ogeiAel va ival napoxog Internet kar TnNAepwviag, onwg auTa Ta
dUo opilovTal oTa oxeTika NpwTokoAAa (TCP/IP, SIP KTA). AvTIOTOIXWC, Ol
KATaokeuaoTeG TE opeilouv va nwAoUV OUCKEUEG CUPBATEG UE AUTA TA KOIVA
NPWTOKOAAQ Kal €TOI ENITUYXAVETAI N dIAAEITOUPYIKOTNTA TE kal dnuoaiou diKTUOU.
O@eiloupe va dlapUAGEoUUE TNV oUdETEPOTNTA Tou Internet yiaTi auTh eivai n
dUvapn Tou Kal va PNV aprooudE TOV EKPUAICUO TOU EMITPENOVTAC OE KAOE
napoxo va B£Tel neplopiopolc katd To dokoUv. Ta napandvw eniBAAAouv Tov
opiopd Tou ZTA oTo onpeio A.

EAeUBepoc avraywviouog

To {nToUNEVO TOU eAEUBEPOU avTaywVviopoUu dev XpeldleTal NEPAITEPW TEKUNPIWON.
EE opiopoU MANTTETAI OTAV 0 NAPOXOC EMIBAAAEI EEONMAIOUO EVOG KATAOKEUAOTH EVW
KaAUNTETAl OTAV 0 XPNoTNG £XEl Tn duvaToTNTA va Xpnoigonoifoel eEonAIouo TNG
eniAoyng Tou. Eival anoAUTwG anapddekTo Kal npoBAnuaTikd a&ioniorol eEoNAICHOI
MeyaAwv oikwv n.x. Cisco, AVM, Mikrotik va anokAgiovTal kal va pnv gnopouv va
xpnoidonoinBolv o€ kavéva oniTi Kal €Taipia otnv EAAGda.

Enavaypnotuomnoinon eéonAiouou

A£BOUEVOU TOU OTI 0 EAEUBEPOC AVTAYWVIONOC HETAEU TWV ETAIPIOV OTABEPNG
TNAEQWViag dnUIoUpYEl KIVNTIKOTNTA TwV NeEAATWV, dNUIOUPYEITAl £vag TEPATTIOG



OyKoG ano router/modems Ta onoia EgPévouy KATa TNV PETAKIVAON TWV XpNOTOV
and ndpoxo o Napoxo, Kai dev pnopoUv va xpnoigonoin®ouv oTov VEO NAPOXO.
AuTO €xEl KAl ApVvNTIKA CUVENEID ava@opika KE TNV OIKOAOYid Kal TNV CUCCWPEUON
AXPNOTWV NAEKTPOVIKWV CUOKEUWY, AAAd Kal npokUNTel N avaykn yia puUBJIon Twv
VEWV dpopoAoynTwVv HE TuXOV €1dIkEC anaitnoelig (port forwardings, static DHCP
KTA) META TNV PETAKivNon and napoxo o€ napoXo. O npoTeIvOPEVOG OpICHOC TOU
>TA oTo onueio A Ba onUAvel To TEAOG TWV OUVEX®YV aAAaywv €EonAiouou, ol
ornoiec aAAayEG va pnv Eexvaue 0TI oNPaivouv eKTOC TWV Npoava@epOEVTwY Kal
OIKOVOWIKN €niBapuvan Tou TeAikoU XpnoTn, dI10TI TO KOOTOG TOU €EoNAIOHOU
EVOWPATWVETAl 0TA TINOAOYIA TOU NApOXOoU EITE HE KPUPO EiTE PE PpavePO TPOMO.

4. EQv tpoteivete To onpeio A attoAoyRoTeE yLati Katd tnv Kpion ocoag 6sv cuvtpEXouv
Adyol epappoyng Twv Kprenpiwv iii-vi tng evotnrag 5.

Kpttripto iii. - "AmAovotevan twv AettoupyLwv tou dnuoactou Siktuouv”

H euneipia €xel deiel 0TI 0 NApwyNHUEVOCG, XAUNANG NOIOTNTAG, KOGTOUG Kal
dUVATOTATWYV TEPUATIKOG €EONMAIOHOC Nou divouv ol NApoxol NPOKAAEI JEYAAO OYKO
douAeldg ora support helpdesk Toug. H xprion €€onAiopou TNG EMIAOYNG TWV
XpPNOTWV Ba onudavel avano@eukTa xprnon KaAuTepng noidtntag eEonAiopou, o
ornoiog Tnpei Ta dIKTUaKA NPOTUNA KAl Td UAOMOIE MNIoTOTEPA and O,TI O TEPUATIKOG
€€onAIoPOG nou niBaAAouv ol napoxol. O opioudg Tou XTA oTo onueio A 8a
onuavel eAaTTwon Tou PopTou TwV support helpdesks Twv napdoxwv.

KaTda Ta aAAa, o ndpoxog dsv Ba anwA&oel Tnv duvaToTNTA vad NAPEXEl TOV
NMPOTEIVOUEVO ano To id10 eE0NAIGUO OTOUG XPOTEC Nou eniBupouv va napaidfouv
TE npopuBuiouévo, €Toido via plug & play. TEAog, onwc Twpa npoBAENETal n
XPEWGN TOU TEAIKOU XPpHOTN OTNV NEPINTWON AOKONNG METABACNG CUVEpPYEiou OTaV
£xel OnAwBei BAGBN oTn ypauun n onoia TEAIKA anodeikvUeTal OTI €ival KAnolio
NAEKTPOAOYIKO NMPOBANHA KAAWDIWONG EVTOC TOU XWPOU €uBUVNG TOU TEAIKOU
xpnotn (n.x. oniTi), 6a €ival Aoyiko va npoBAENETAl KAl XpEwON Yid TNV NEPINTWON
nou n avagepopevn BAABn opeiletal og NnpoBAnua Tou TE emAoyng Tou XpnoTn n
aduvapia ocwoTAG puBUIoNC Tou. O TEAIKOC XpNOTNG avaAauBavovTag Tnv eubuvn
va eMAEEel kal va puBuioesl Tov TE emAoyng Tou, enwpileTal Kal TIG OUVENEIEG.

Kpttrpto iv. - "AopadAeta tou Siktuouv”

H aoc@aAsia Tou dIKTUOU NANTTETAl pIJKA anod Tnv padikn Xxprion oTo diKTUo evOg
napoxou, TEpUaTikoU €EONAICUOU EVOC KATAOKEUAOTH, 0 0noiog JAaAioTa EonAIoHOC
gival xapnAoU kKOOTOUG Kal oxedov UndeVIKNAC ouvTAPNOoNG Kal support. H ao@aleia
Tou OIKTUOU Ba avaBaBduioTei and Tnv eykataoTaon €EonAiopgoU uynAoTEPNG
no1dTNTAag Kai no Jakpoxpoviag unoaTnpIENG K JEPOUG TOU KATAOKEUAOTH HE
updates.

Kpttnpto v. - "Atayeipion kivnong tomikou Siktuou (local traffic)"

To {nToupevo yia lawful interception dev nAATTETAI ANd To {NTOUMEVO OPICHO TOU
onueiou A wg ZTA. To lawful interception €xel vonua va spapuootei (6Tav



anaiTeiTal) KaTa TIG ENIKOIVWVIEG TOU TEAIKOU XprioTn Ke To Internet kai ox1 evTog
TOU TOMIKoU Tou OIKTUOU.

Kpttripto vi. - "Mapoxn unnpeotwv otadeprc tnAepwviag Ueow acUpUatn¢ texvoloyiac”

MpokeITal yia pia ondvia nepintwon 6nou kal NaAl unapxel d1ab€aipog eE0NAIONOC
oTnVv ayopd nou KAaAUMTEl TIC MPOTUMOMNOINUEVEG NpodiaypaPEG Kal Unopei va Tov
npounBeuTei kKal o xpnotng (TE pe evowpatwpévo 4G) kal gTov onoio 6a pner n
SIM Tou napoxou.

Mg ekTipgnon,
Mwpyog Zuyoupng



