1. MioTeVETE OTI €ival avaykaio i 6XI va opIOTEI TO ONHEIO TEPHATIOHOU
31kTUO0U; NapakaAoOUME TEKUNPIWOTE TNV Anoyn odag.

O opIoPOG TOU oNnUeiou TepPATiopoU dikTUou (STA) €ival avaykaiog yiaTti onwc
Qaiveral oTnv NpAagn Ta TeAeuTaia xpovia, n NOAITIKN TwV NAPOXwWV Nou eMIBAAAE
TN XPron OUYKeKpINEVOU gEonAIOPOU £Xel dnUIoUupynoel NMOAAG npoBARNaTa, onNwg
OIKOVOMIKN €MIBApUVCN Yia Tov TEAIKO XproTn Tou KOOTOUG TEPUATIKOU £EonAIoHOU
KaTtda Tnv aAAayn anod ndpoxo o€ napoxo, BAABEC, OUCAEITOUPYIEC KAl XAKNAN
anoddoaon dIkTUoOU AOYW KAKAC NoldTNTAG TEPUATIKOU £E0NAIOHOU, CUCOWPEUO
axpnoTwV NAEKTPOVIKWV CUCKEUWV Kal dAAa, Ta onoia avaAuovTal die€odikd oTnv
andavTtnon TnG epwtnong 2. ‘'OAa Ta napandvw 8a avTiJeETwNoToUV JE TOV OPIOHO
TOU 2TA.

2. Noio onpeio OswpeiTe KATAAANAOGTEPO va OpICOEI WG ONHEIO TEPHATIOHOU
dikTUou (A, B n] C). TEKNNPIWOTE TNV ANAvTNON odg.

KataAAnAOTEPO onueio yia opiopd Tou wG Znueiou TeppaTiopoU AIKTUOU KpiveTal
To A. AKoAouBei n Tekunpiwon opadonoinuévn KaTtd evoTnTeG.

IdiwTIKOTNTG

H npooTtaciag Tng 1I01WTIKOTNTAC €MIBAAAEI va PNV €XEl 0 NAPOXOC NpdoBaacn oTn
ouokeun and Tnv onoia nepvdasl n Kivnon evrog Tou TonikoU dIKTUOU ToU TEAIKOU
XproTn. AuTh n 1I0XUpN anaitnon ocuvnyopei oTov opioud Tou XTA oTo onueio A.

AopdAgia

H aogpdaAeia dedopévwy n onoia gival Kpioiung onuaaciac, eniBAAAel va pynopei o
TEAIKOG XPrOTNG va kavel updates oTov router Tou ) KAl va Tov avTikaBioTa Kata
To dokOoUV. H PEXPI TwPA NPAKTIKA TNG XPNONG TEPUATIKOU €EONAIONOU NOU Napexel
0 ndapoxoc £xel deikel OTI yia npogaveic Adyouc KOaToUG diveTal EE0NAICUOG
@TNVOC, NAPpWXNUEVOG, XWPIC support anod Tnv €Taipia KATAOKEUNG Kal XwPig
guoTnuaTika updates. Eniong, av 0Aol ol MEAATEG £x0UV idIOU KATAOKEUAOTN
€E0NAIOUO, €4V €QavIOTEl kanolo exploit 8a Toug ennpedoel 6Aoug, o avTiBeon Ue
TNV NEPINTWON NOU UNApXel NoAupop@ia Tou EonAigpoU Nou Xpnaoihonolouy ol
NEAATEC. SUVEN®G Kal N aopaAeia 0edoNéVwY WS {NTOUPEVO €NIBAAAEI TOV OpIoHO
Tou =TA oTo onueio A.

lMoioTnTa UNNPECIWV n/Kai EAGTTOUEVN NAPoxI UMNPECIOV

H noloTnTa unnpeoimv NAATTETAI cuxXvOTATa ano Tov €E0NAIOPO Nou €nIBAAAEl O
Napoxog aTov TEAIKOU XPnaoTn, 0 onoiog gival NnapwxnUEVoG, XaunAwv
duvaToTnTwv, NE bugs nou kabioToUv cuxva opiguéva features Tou aduvara oTn
xprion (n.x. multicasting, dynamic DNS). Ta online forum eivail yepaTta ano
napanova XpnoTwV OXETIKA PHE NPOBANUATIKO KAl KAKNG NoldTNTAg €E0NAICUO Nou
gival avaykagpévol va xpnoigonoioUv. MoAAoi routers yia napddeiypya ynAokdapouv
To SIP port (yiaTi To XpnoigonoloUv ol id1ol) JE anOTEAECNA VA PNV HNOPEI KAMNoIog
va kavel €va SIP trunk pe kanolov SIP server oTo Internet. Eniong noAAoi routers
MnAokdpouv To port 22, To onoio dev PMNOPEI va TO KAVEl 0 TEAIKOG XProTng
avakaTtelBuvon og kanoiov host Tou ecwTepikoU dIkTUOU, YIATI TO XPNOlhonolouv
ol idlol ol routers. AAAo napadeiypa sival To dynamic DNS dnou kabe router
unootnpilel dikoUg Tou dynamic DNS providers, kai xpeidlovTal ahAayec ano tnv
MEPIA Tou TeAIKoU XproTn kKabe qpopd nou aAAdadlel router r} ndpoxo. Na noAAoug
XPNOTEC TOU EUPUTEPOU XWPOU TNG NANPOPOPIKNG auTa sival goBapd npoBARuara,
016TI npocBaaon aTto Internet dev onuaivel yia 6Aoug anAwg Facebook, Web &
Netflix. Kal autd To onueio ocuvnyopei oTov opioud Tou STA oTO onueio A.



YMNEPOYKEG XPEWOEIC TNAEQWVIAG

Av ol napoxol BeAouv 6Nw¢ 1I0XUpifovTal va NPpooTATEYOUV ToV TEAIKO XproTn ano
UMEPOYKEC XPEWOEIC KAl Yia Tov Adyo auTov dev divouv Tou KwdikoUG TNAEPwViag
(SIP credentials), ynopouv anAw¢ va dwaoouv TNV duvaToTNTA OTOUC NEAATEC TOUG
nou {nToUV Touc KWdIKoUC TNAEpwvViac va opifouv PEYIOTN XPEWON KWETA and Tnv
ornoia Ba dIaKONTETAI N UNNPECia ThAEPWVIAG. ZUVEN®G Kal N NpooTacia Twv
neAATWV w¢ {nToupevo dev eunodileTal Pe Tov opiond Tou XTA oTo onueio A.

AiaAeiroupyikoTnTa Tepuatikou EEonAiouou pe 1o dnuoaio diKTuo

'Onwc¢ Jabaivoupe Kal 0To NpWTo £T0G anoudwv MAnpogopiknc, o Adyog nou
neTuxe 1o Internet €ival 0TI opioTnkav Koiva NpwTOKoAAa diacuvdeonc Kal
gnikoivwviwv. 'ETol, 6noia cuokeun Tnpei autad Ta NpWTOKOAAA UMNopEi va
dlaouvdeBei, iTe ival unoAoyIoTAC, KIVvNTO, Aduna n yuyeio. O napoxog Internet
Kal TNAeQwviag, ogeiAel va gival napoxog Internet kar TNAe@wviag, 6nwg auTta Ta
dUo opilovTal oTa oxeTIKa NpwTokoAAa (TCP/IP, SIP KTA). AVTIOTOIXWG, Ol
KaTaokeuaoTeG TE opeilouv va nwAoUv CUCKEUEG CUNBATEG UE AUTA TA KOIVA
NPWTOKOAAQ Kal €TOI ENITUYXAVETAI N diaAeIToupyikoTNTa TE Kail dnuoaoiou dIKTUOU.
Oeiloupe va d1apUAGEOUE TNV oUdETEPOTNTA Tou Internet yiaTi auTh eivai n
duvapn Tou Kal va Pnv apriooulE TOV EKQUAICUO TOU EMITPENOVTAG OE KABE
napoxo va B£Tel neplopiopoUc katd To dokouv. Ta napandvw eniBAAAouv Tov
opiopd Tou ZTA oTo onpeio A.

EAguBepoc avTaywviouog

To {nToUNEVO TOU eAEUBEPOU avTaywVviopoUu dev XpelaleTal NEPAITEPW TEKPNPIWON.
EE opiopoU nMANTTETAI OTAV 0 NAPOXOCG EMIBAAAEI EEONMAIONO EVOG KATAOKEUATTH EVW
KaAUNTETal OTAv 0 XpnoTng £xel Tn duvatoTnTa va Xpnoidonoifosl eEonAIouo TNG
eniAoyng Tou. Eival anoAUTwG anapddekTo kai npoBAnuaTikd a&ioniorol eE0NAIGHOI
MeyaAwv oikwv n.x. Cisco, AVM, Mikrotik va anokAgiovTal kal va ynv gnopouv va
xpnoigonoinBolv o€ kavéva oniTi kal €Taipia ornv EAAada.

Enavaxpnoiponoinon €EonAiouou

AedOPEVOU TOU OTI 0 EAEUBEPOC AVTAYWVIOUOG UETAEU TWV €TAIPI®V OTABEPNG
TNAEPwvViag dnuIoupyei KIVNTIKOTNTA TwV NEAATWY, dNUIOUPYEITAl €vag TEPATTIOG
OYKOG ano router/modems Ta onoia EgPévouy KaTd TNV PETAKIVNON TWV XpNOTOV
and ndpoxo o NApoxo, kai dev pnopolv va xpnoigonoinBouv oTov VEO NApPoXo.
AUTO €x€l KAl apvnTIKR CUVENEIQ ava@opika JE TNV OIKOAoyia Kal TNV CUCOWPEUCN
AaxpnoTwWV NAEKTPOVIKWV OUOKEU®V, aAAG Kal NpokUNTEl n avaykn yia pubuion Twv
VEWV dpopoAoyNTWV HE TUXOV €10IKEG anaiTroelg (port forwardings, static DHCP
KTA) META TNV UETAKivVNon ano ndpoxo o€ napoxo. O NPoTEIVOUEVOC OPICHOC TOU
>TA oTo onueio A Ba onUAvVel To TEAOG TWV CUVEX®WYV dAAaywVv €EonAiouoU, ol
onoiec aAAayéc va pnv EexVAPE OTI ONUAiVOUV €KTOC TWV NPoavapepBEVTWV Kal
OIKOVOMIKN €MIBapuvan Tou TeAikoU XpnoTn, d10TI To KOOTOG ToUu £E0NAICUOU
EVOWPATWOVETAl 0TA TIMOAOYIA TOU NApOXOoU EITE HE KPUPO EiTE PE PAVEPO TPOMO.

4. EGv NnpoTEIVETE TO oNMEiIo A aITIOAOYRAOTE yiaTi karta Tnv Kpion oag dev
ouVvTpEXOUV AOYOI EPpApHOYNG TWV KpITNpiwv iii-vi TG evoTnTag 5.
Kpitnpio iii. - "AnAouoTeuon Twv AgiToupyiwv Tou dnuoaiou dIKTUOU"

H euneipia €xel deiel 0TI 0 NApwYNHEVOCG, XAUNANG NOIOTNTAG, KOOTOUG KAl

duVaToTNTWV TEPUATIKOC EEONMAICUOG Nou divouv ol NapoXol NPOKAAEI HEYAAO OYKO
douAeiag ata support helpdesk Toug. H xprion €€onAiopol TNG eMNIAOYNG TWV



XpNoTWV Ba onuavel avand@eukTa Xprnon KaAUTEPNG nolotTnTag eEonAioyou, o
ornoiog Tnpei Ta dIKTUakda NPOTUNA KAl Ta UAOMOIEl NIoTOTEPA anod O,TI O TEPUATIKOG
€EonAIopoG nou eniBaAAouv ol napoxol. O opiopdg Tou XTA oTo onueio A 8a
onuavel eAaTTwon Tou GopTou TwV support helpdesks Twv napoxwv.

KaTda Ta aAAa, o ndpoxog dev Ba anwAéoel TNV duvaToTNTA VA NAPEXElI TOV
NPOTEIVOUEVO and To idio eE0NAIONO OTOUG XPROTEG Nou €niBupouv va napailapouv
TE npopuBuiopévo, €Toigo yia plug & play. TéAog, onwc Twpa NpoBAENETaIl N
XPEWON TOU TEAIKOU XPnoTn oTnV NepinTwon dokonng JETARAONG CUVEPYEioU OTav
£xel ONAwBei BAGBN oTn ypauun n onoia TeAikd anodeikvUeTal OTI €ival KAnoio
NAEKTPOAOYIKO NPOBANHA KAAWDIWONG EVTOC TOU XWPOU €uBUVNG TOU TEAIKOU
xpnotn (n.x. oniti), 6a sival Aoyikd va npoBAENeTal Kal XpPEWON yid TNV NEPINTWAN
nou n ava@epopevn BAGBn opeiletal og npoBAnua Tou TE enmiAoync Tou xprioTn n
aduvapia ocwoTAG puBUIoNg Tou. O TEAIKOG XpNOTNG avaAauBavovTtag Tnv eubuvn
va enIAEEel kal va puBuioel Tov TE eniAoyng Tou, enwpileTal Kal TIC GUVENEIEG.

Kpitnpio iv. - "Ao@dAeia Tou dikTuou"

H ao@aAeia Tou dikTUOU NANTTETAI PIJKA ano TNV padikh Xpron oTo diKTUO EVOG
napoxou, TEPUATIKOU £EONAICHOU EVOC KATAOKEUAQOTI, O ONoiog YAAioTa €E0NAIGUOG
gival xapnAoU KOOTOUG Kal axedov UNdEVIKNG ouvTAPNONG Kai support. H ag@aleia
Tou OIkTUOU Ba avaBaBbuioTei and Tnv eykataoracon eEonAiopgoU uwnAOTEPNG
noIdTNTAg Kai nio Hakpoxpoviag unooTrpIENG EK HEPOUG TOU KATAOKEUAOTH HE
updates.

Kpitnpio v. - "Aiaxeipion kivnong tonikou dikTuou (local traffic)"

To InToupevo yia lawful interception dev nAATTETAI and To {NTOUNEVO OPICUO TOU
onueiou A wg STA. To lawful interception €xel vonua va epapuoatei (oTav
anaiTeital) katd TIG ENIKOIVWVIEC TOU TEAIKOU XproTn KE To Internet kai ox1 evTog
TOU TonikoU Tou OIKTUOU.

Kpitnpio vi. - "Mapoxn unnpeociwv orabepnc TnAspwviac yeow acupuaTnc
TeExvoAoyiag”

MpokelTal yia pia ondvia nepinTwon onou kai naAl undpxel d1ab£oiuog eEonAIoHOC
oTnV ayopd nou KaAUNTEl TIC NpoTUNONOINKEVEG NpodiaypaPEC Kal UNopei va Tov
npounBeuTei Kai o xpnotng (TE pe evowpatwuévo 4G) kal gTov onoio 6a pnel n
SIM Tou napoxou.

MavayiwTng Toouvakag



