1. MIOoTEUETE OTI €ival avaykaio 1 60Xl va opIoTEI TO ONHEio
TEPHATIONOU JIKTUOU; MapakKaAOUHE TEKHNPIMOTE THV Anoyn odag.

O opIoPOG TOU oNnEEiou TepUATIopoU dikTUou (STA) €ival avaykaiog yiaTti onwc
Qaiveral oTnv Npa&n Ta TeAeuTaia xpovia, n NoAITIKN TwV NAPOXwWV NMou eMIBAAAE
TN XPHoN OUYKEKPINEVOU €EOMAIOHOU €XEl ONUIOUPYNOEl MOAAd NpoBARMATA, ONWG
OIKOVOWIKN €MIBApUVAN YIa ToV TEAIKO XpAOTN ToU KOOTOUG TEPUATIKOU €EonAIoUOU
KaTtda Tnv aAAayn anod ndpoxo o€ napoxo, BAGBeG, OUCAEITOUPYIEC KAl XaunAn
anoddoaon dIKTUoOU AOYwW KAKAC NoldTNTAG TEPUATIKOU £E0NAIOHOU, CUCOWPEUON
axpnoTwV NAEKTPOVIKWV CUCKEU®V Kal dAAa, Ta onoia avaAuovTal die€odika oTnv
andavTtnon TnG epwtnong 2. 'OAa Ta napandavw 6a avTiJeETwNoToUV JE TOV OPIOHO
TOU ZTA.

2. NMoio onpeio OempeiTe KATAAANAOTEPO va opI0OEi WG ONHEIO
TEPHATIONOU Ji1kTUOU (A, B 1] C). TEKHNPIMOTE TV AnAvrnon oag.

KataAAnAoTEpPO onueio yia opiopd Tou wG Znueiou TeppaTiopoU AIKTUOU KpiveTal
To A. AKoAouBei n Tekunpiwon opadonoinuévn KaTtd evoTnTeC.

I31WTIKOTNTA

H npooTtaciag Tng 1I01WTIKOTNTAG EMIBAAAEI va PNV €XEl 0 NAPOXOG nNpdoBaacn oTn
OuUoKeUnN and TNV onoia nepvdasl n Kivnon evrog Tou TonikoU dIKTUOU TOU TEAIKOU
XpNoTn. AUTh N 1I0XUPN anaitnon ocuvnyopei oTov opioud Tou XTA oTo onueio A.
Ao@adlAeia

H aogpdaAeia dedopuévwy n onoia €ival Kpioiung onuaaciag, eniBAaAAel va ynopei o
TEAIKOG XpPNOTNG va Kavel updates oTov router Tou ) Kal va Tov avTikabioTd KaTa
To doKOUV. H PEXpPI TwpA MPAKTIKN TNG XPNONG TEPHATIKOU €EONAICUOU NMOU NAPEXEI
0 Napoxocg £xel Oci&el 0TI yia npo@aveic Adyoug KOoToug diveTal eE0NAIOUOG
PTNVOG, NAPWXNMEVOG, XWPIC UNOCTAPIEN ANO TNV £TAIPIA KATAOKEUNG KAl XWPIG
OUOTNMATIKEG EVNMEPWOEIG. EMiong, av 0Aol ol MEAATEG €XOUV i0IOU KATAOKEUAOTH)
€E0NAIOUO, €4V euavicTei kanolo exploit 8a Toug ennpedcel 6Aoug, o avTiBeon Ue
TNV NEPINTWON NOU UNApXel NoAUpop@ia Tou EonAIcPoU Nou XpNGoiKonolouyV ol
NeEAATEC. SUVENWG Kal N aoPAaAeia dedopévwV WG {NTOUPEVO NIBAAAEI TOV OpPIOUO
Tou >TA oTo onueio A.

Mo10TNTA UNNPECI®V N/ KAl EAATTWHEVN NAPOXN UNNPETIOV

H noidTnTa unnpeciwv NAATTETAI cuXvOTATa anod Tov €E0NAICNO nou eniBAAAEl o
NAapoxog oTov TeEAIKOU XprioTn, 0 onoiog ival napwyxnUéVog, XaunAwyv
duvaToTATwV, YE bugs nou kabioToUv guxVvd OpICPEVEG dUVATOTNTEG TOU adUVATEG
otn xpnon (n.x. multicasting, dynamic DNS). Ta OnLine forum €ival yeyaTta ano
napdnova XpnoTwV OXETIKA JE NPOBANKATIKO KAl KAKNG MoloTNTAg £E0NAICUO NMou
gival avaykaopévol va xpnoigonoiouv. MoAAoi routers yia napddsiypya ynAokapouv
To SIP port (yiaTi To XpnoigonoloUvV ol id10l) JE anoTEAECHA va PNV WNopei Kanoiog
va kavel €va SIP trunk pe kanolov SIP server oto Internet. Eniong noAAoi routers
MNAokApouv To port 22, To onoio dev PMNOPEi va To KAVEl 0 TEAIKOG XpHOTNG
avakaTtelBuvon og kanolov host Tou eowTepikoU dIKTUOU, YIATI TO XpNOihonoloUuv
ol id1o1 ol routers. AA\o napadeiyua eival To dynamic DNS onou kafe router
unootnpilel dikoUg Tou dynamic DNS providers, kai xpeidlovTal aAAayec ano Tnv
MEPIA TOU TEAIKOU XpAoTN KABE (popd nou aAAdadel router ) napoxo. MNa noAAoug
XPHOTEG TOU EUPUTEPOU XWPOU TNG MANPOPOPIKNG auTa ival coBapd npoBAnuara,
d10TI npocBaaon aTto Internet dev onpaivel yia 0Aouc anAwg Facebook, Web &
Netflix. Kal autd To onueio ocuvnyopei aTov opioud Tou =TA oTO onueio A.
YNEPOVKEG XPEWOEIC THAEQWViAG

Av ol napoxol BEAouv dNwg IoXUpiovTal va NpooTATEWYOUV TOV TEAIKO XProTn ano
UMEPOYKEC XPEWOEIC KAl YIa Tov Adyo auTodv dev divouv Tou KwdikoUg TNAEPwViag
(SIP credentials), ynopouv anAwg va dwoouv TNV duvaToTNTA OTOUC NEAATEG TOUG
nou InToUv Toug KwdIKOUC TNAE@WVIAG va opilouv PEYIOTN XPEWON PETA ano TNV
onoia Ba dIakONTETAI N UNNPECia TNAEQWVIAG. SUVEN®G Kal N NpooTacia Twv
neAatowv w¢ {nToupevo dev unodileTal e TOV 0pIoUO Tou STA oTo onueio A.




AiaAeiToupyikoTnTa TeppaTikoU EEonAiocpoU pE TOo dnpocio dikTuo

'Onw¢ €xoupe kaTaAdaBel kai 10XVl , 0 Adyog nou NETuxe To Internet €ivar oTI
opioTnkav Koiva npwTOKoAAd d1acUVOECNG KAl ENIKOIVWVIWV. 'ETOl, Onola cuokeun
TNPEI AUTA Ta NPWTOKOAAA pUnopei va dilacuvdebei, €iTe gival uNoAoyIoTAC, KIVNTO,
Aduna n wuyeio. O napoxocg Internet kar TNAe@wviag, oQeiAel va gival napoxog
Internet kal TNAe@wviag, 6Nwc auta Ta dUo opilovTal oTA OXETIKA NPWTOKOAAQ
(TCP/IP, SIP KTA.). AVTIOTOIXWG, Ol KATAOKEUAOTEG TEXVOAOYIKOU €EONMAITHOU
oPeiAoUV va NwAoUV OUOKEUEC OUMBATEG JE AUTA TA KOIVA NMPWTOKOAAA Kal £TOI
EMITUYXAveTal n SIGAEITOUPYIKOTNTA AUTWV Kdl Tou dnuoaiou dikTUou. OPeiloupe
va diapuAa&oupe TNV oudeTeEPOTNTA TOU Internet yiaTti auTtn €ival n dUvapn Tou Kai
va PNV a@rnooupE TOV EKPUAIOUO TOU EMITPENOVTAC O KAOs Ndpoxo va BETel
neplopiopoUg KaTa 1o dokoUv. Ta napandavw €nifAaAAouv Tov opioho Tou XTA OTo
onueio A.

EAsUOEPOGC AVTAYWVIOHOG

To {nToUpEeVo Tou eAeUBEpPOU avTaywVviopou dev XpelaleTal NEPAITEPW TEKUNPIWON.
EE opiopoU NAATTETAI O0TAV 0 NAPOXOG EMIBAAAEI €EONAIOHO EVOC KATAOKEUAOTH EVW
KaAUNTETal OTAv 0 XpNoTnG €Xel Tn duvatoTnTa va Xpnoidonoifosl eEonAIouo TNG
eniAoyng Tou. Eival anoAUTwg anapdadekTo kal npoBAnuaTikd a&idniorol eEonAIouoi
peyaAwv oikwv n.x. Cisco, AVM, Mikrotik va anokA&iovTal kai va gnv pnopouv va
xpnaiyonoin®ouv g Kaveva oniTi Kai eTaipia oTnv EAAGda.
Enavaxpnoipgonoinon eEonAiopou

AedOPEVOU TOU OTI 0 EAEUBEPOC AVTAYWVIOUOG HETAEU TWV ETAIPIOV OTABEPNG
TNAEPWViacg dNUIoUPYEI KIVATIKOTATA TWV NEAATWV, dNUIOUPYEITAl €vag TEPACTIOC
OYyKOG ano router/modems Ta onoia EEPEVOUV KATA TNV PETAKIVNON TWV XPNOTWOV
and ndpoxo o Napoxo, kai dev pnopoUv va xpnoigonoin®ouv oTov VEO NApoXo.
AuTO £XEI KAl apvNTIKA CUVENEIQ ava@opika PJE TNV OIKOAOyia Kal TNV CUCCWPEUON
AxpnoTWV NAEKTPOVIKWV OUCKEU®WV, aAAG Kal NpokUNTEl n avaykn yia pubuion Twv
VEWV dpOopOoAOYNTWV HWE TUXOV €10IKEG anaiTroelg (port forwarding, static DHCP
KTA.) HETA TNV UYETAKIVNON ano napoXo os napoxo. O NpoTEIVOUEVOG 0pICHOC TOU
>TA oTo onueio A Ba onUAVel To TEAOG TWV OUVEX®YV aAAaywv eEonAiouou, ol
onoiec aAAayEG va pnv EexVAPE OTI ONUAIVOUV €KTOC TWV NPoavapepBEVTWV Kal
OIKOVOWIKN €nIBapuvaon Tou TeAikoU XprnoTn, d10TI TO KOOTOG TOU €E0NAIOHOU
EVOWPATWVETAl 0TA TINOAOYIA TOU NApOXOoU EITE HE KPUPO EITE PE PAVEPO TPOMO.

4. EGv NnpoOTEIVETE TO oNHEIoO A AITIOAOYNOTE yiaTi KATd TNV Kpion
0ag dev OUVTPEXOUV AOYOI EQAPHOYNG TWV KPITNRIWV iii-vi TNg
gvoTnTag 5.

Kpitnpio iii. - "AnAoUOTEUON TWV AEITOUPYI®V TOU dNUOCIOU JiKkTUOU"

H euneipia €xel dei€el 0TI 0 NApWXNHUEVOCG, XANNANG N0IOTNTAG, KOGTOUG Kal
duUVATOTATWYV TEPUATIKOG €EONMAIOUOC Nou divouv ol NApoxol NPOKAAEI JEYAAO OYKO
OOUAEIAC OTa TUAKATA TEXVIKNG EEUNNPETNONG NEAATWV TOouG. H xprion €EonAiopou
TNG EMAOYAC TV XPNOTWV B6a anudavel avano@eukTa xprnon KaAUuTepng noldTnTag
€EonAlopoU, o onoiog Tnpei Ta dIkTuakd NPOTUNA KAl Ta uAonolei NioToTEPA anod
0,TI O TEPUATIKOG €EOMAIONOC Nou eniBAaAAouv ol ndpoxol. O oplouog Tou 2TA oTO
onueio A Ba onudvel EAATTWON TOU POPTOU TWV THNHATWV TEXVIKAG UNOCOTAPIENG
NEAATWV TWV NAPOXWV.

Kata Ta aAAa, o napoxoc dev Ba anwA&oel Tnv duvaTtdTNTa va napEXel Tov
NMPOTEIVOUEVO ano To id10 eE0NAIGUO OTOUG XPROTEC Nou eniBUpouv va napaidfouv
TE npopuBuiopévo, €Toigo yia plug & play. TéAog, onwg Twpa npoBAENETal n
XPEWON TOU TEAIKOU XPNaoTn OTNV NEPINTWON AoKoMNNG METABACNG OUVEPYEIOU OTAV
£xel dNAwBei BAGBN oTn ypauun n onoia TEAIKA anodeikvUEeTal OTI €ival KAnolo
NAEKTPOAOYIKO NPOBANHA KAAwdiwaong evTOC TOU XWPOU €uBUVNG TOU TEAIKOU
xpnotn (n.x. oniti), 6a sival Aoyikd va npoBAENETAl KAl XpPEWON YiA TNV NEPINTWON
nou n avagepopevn BAABRn opeiletal og npdBAnUa Tou TE enIAOYNRG Tou XpnoTn n
aduvapia owaoTng puBuIoNG Tou. O TEAIKOG XproTNG avaAauBavovTag Tnv euduvn
va eMAEEel kal va pubpioel Tov TE eniAoyng Tou, eNWIZETAl KAl TIG OUVENEIEG,.




KpiTnpio iv. - "Ac@dalAsia Tou SikTuou"

H ao@aAeia Tou dikTUOU NANTTETAI PIQKA ano TNV padikn Xpron oTo diKTUO EVOG
napoxou, TEpUATIKOU €EONAICUOU EVOC KATAOKEUAOTH, 0 0Mnoiog JaAioTa eEonAICHOC
gival xapnAoU kKOaToUG Kal axedov UnNdEVIKNG OUVTAPNONG KAl UnoaTnpiEng. H
aopdAeia Tou dikTUOU Ba avaBaduioTei and Tnv eykatactaon €EonAIGHOU
uWnNAOTEPNG S.

KpiTnpio v. - "Alaxeipion kivnong TonikoU dikTuou (local traffic)"

To lawful interception €xel vonua va epapuooTei (0TAv anaiTeital) Kata Tig
EMIKOIVWVIEG TOU TEAIKOU XPNOTMNOIOTNTAG KAl M0 HAKPOXPOVIAG UNOOTHPIENG €K
MEPOUC TOU KATAOKEUAOTN ME updaten pe To Internet kai dx1 evToOg Tou TOMIKOU TOU
dIKTUOU.

KpiTApio vi. - "Mapoxn unnpeoi®v oTadepng ThHAEPWViag HECW acUPHATNG
TeXVoAoyiag"

MpokelTal yia pia ondavia nepintwaon onou kai naAl undpxel d01ab£oiuog eE0NAITUOC
oTnV ayopd nou KAAUMTEl TIC MPOTUMOMNOINUEVEG NpodiaypaPEG Kal Unopei va Tov
npounBeuTei Kai o xpnotng (TE pe evowpatwpévo 4G) kal ogTov onoio 6a pner n
SIM Tou napoxou.

ZAMNOYNHZ XPHZTOZ



