1. MioTeUETE OTI €ival avaykaio i 60Xl va opIOTEI TO ONHEIO TEPHATIOHOU
31kTUOU; NMNapakaAOUME TEKHNPIWOTE TNV dnoyn odag.

O opIoPOG TOU onEeiou TepUaTiopoU dikTUou (STA) €ival avaykaiog yiaTti onwc
Qaiveral oTnv Npagn Ta TeAeuTaia xpovia, n NOAITIKN TwV NAPOXwWV Nou eMIBAAAE
TN XPron OUYKEKPINEVOU eEoNAIONOU £XEl OnUIoUpYNoel MOAAG NpoBARNaATa, onNwg
OIKOVOWIKN €MIBApUVON Yia ToV TEAIKO XProTn TOU KOOTOUG TEPUATIKOU €EONAICHOU
KaTtda Tnv aAAayn anod napoxo o€ napoxo, BAABEC, OUCAEITOUPYIEC KAl XAKNAN
anodoaon dIKTUOU AOYwW KAKAC NoidTNTAG TEPUATIKOU £E0NAIOHOU, CUCOWPEUON
AxpnoTWV NAEKTPOVIKWV OUCKEUWV Kal dAAd, Ta onoia avaAuovTal die€odikd oTnv
andavTtnon TnG epwtnong 2. 'OAa Ta napandavw 0a avTiJeETwNoTOUV JE TOV OPIOHO
TOU ZTA.

2. NMoio onpueio Oswpeite KATAAANAOTEPO va OpPICOEI WG ONHEIO TEPHATIOHOU
dikTUoU (A, B 1] C). TEKNNPIWOTE TNV ANAvVTNON OdAg.

KataAAnAOTEPO onueio yia opiopd Tou wG Znueiou TepuaTiopoU AIKTUOU KpiveTal
To A. AKoAouBei n Tekunpiwon opadonoinuévn KaTtd evoTnTEC.

IdIwTIKOTNTG

H npooTtaciag Tng 1I01WTIKOTNTAG €MIBAAAEI va PNV €XEl 0 NAPOX0G nNpdoBaacn oTn
OuoKeUn and TNV onoia nepvdasl n Kivnon evrog Tou TonikoU dIKTUOU ToU TEAIKOU
XpNoTn. AuTh N 1I0XUPN anaitnon ocuvnyopei oTov opioud Tou XTA oTo onueio A.

AopdAgia

H aogpdalAeia dedopévwy n onoia eival Kpioiung anuaaciac, enNBAAAEl va Pnopei o
TEAIKOC XPrOTNG va kavel updates oTov router Tou ) KAl va Tov avTikabioTa kata
To 00KOUV. H PEXPI TwPA NMPAKTIKA TNG XPNONG TEPUATIKOU €EONAIONOU NMOU NMApEXE!
0 ndapoxoc £xel deikel 0TI yia npogaveic Adyoug KOaToUG diveTal E0NAICUOG
@TNVOC, NAPpWXNUEVOG, XWPIC support anod Tnv €Taipia KATAOKEUNG Kal XwPIg
ouoTnuaTika updates. Eniong, av 0Aol ol MEAATEG £xouV idIOU KATAOKEUAOTN
€E0NAIOUO, €4V eu@aviaTei kanolo exploit Ba Toug ennpedcel 6Aoug, o avTiBeon Ue
TNV NEPINTWON NOU UNApXel NoAupop@ia Tou €EonAiogpoU Nou XpNnoihonolouy ol
NEAATEG. ZUVENW®G Kal N aoPpdAeia 0edoNEVWY WG {NTOUNEVO €NIBAAAEI TOV OpIoHO
Tou =TA oTo onueio A.

loioTNTa UNNPECIWV N/Kai EAGTTOUEVN NAPoX UMNPETIOV

H noloTnTa unnpeoiwv NAATTETAI ouXvOTATA Ano Tov €E0NAIONO NMou €MIBAAAEl O
Nnapoxog aTov TEAIKOU XPrnaoTn, 0 oMnoiog gival NapwynUEVOG, XaunAwv
duvaToTnTwv, ME bugs nou kabiogToUv cuxva opicpéva features Tou aduvara oTn
xpron (n.x. multicasting, dynamic DNS). Ta online forum eivai yepaTta ano
napanova XpnoTwV OXETIKA PHE NPOBANUATIKO KAl KAKNG NoidTNTag eE0NAICUO Nou
gival avaykaopévol va xpnoigonoioUv. MoAAoi routers yia napddeiypya ynAokdpouv
To SIP port (yiaTi To XpnoigonoloUv ol id1ol) JE anOoTEAECNA VA PNV KNOPEI KAMoIog
va kavel €va SIP trunk pe kanolov SIP server oTto Internet. Eniong noAAoi routers
MnAokdpouv To port 22, To onoio dev PMNOPEI va TO KAVEl 0 TEAIKOG XPROTNG
avakaTelBuvon og kanoiov host Tou ecwTepikoU dIKTUOU, YIATI TO XPNOlhonoiouv
ol idiol ol routers. AA\o napadelypa sival To dynamic DNS dnou kabe router
unoatnpilel dikoUg Tou dynamic DNS providers, kai xpeidlovTal aAAayec ano Tnv
MEPIA TOU TeAIKOU XpnoTn Kabe qpopd nou aAAdadlel router r] napoxo. Na noAAoug
XPNOTEC TOU EUPUTEPOU XWPOU TNG NANPOPOPIKNG auTa €ival coBapd npoBARuara,
010TI npocBaaon oTo Internet dev onpaivel yia 0Aoug anAwg Facebook, Web &
Netflix. Kal autd To onueio cuvnyopei oTov opioud Tou STA oTo onueio A.



YNEPOYKEG XPEWOEIC TNAEQWVIAG

Av ol napoxol BeAouv 6Nwc 1I0XUPifovTal va NPOCTATEYOUV TOV TEAIKO XprnoTn ano
UMEPOYKEC XPEWOEIC KAl Yia Tov Adyo auTov dev divouv Tou KwdikoUG TNAEPwViag
(SIP credentials), ynopouv anAw¢ va dwoouv TNV duvaToTNTA OTOUG NEAATEG TOUG
nou {nToUV Touc KWAIKOUC TNAEQwViag va opiouv PEYIOTN XPEWON WETA and Tnv
ornoia Ba dIaKONTETAI N UNNPECIa TNAEPWVIAG. ZUVEN®G Kal n NpooTacia Twv
neAaTWV w¢ {nToupevo dev eunodileTal Pe Tov opiopd Tou XTA oTo onueio A.

AiaAeiroupyikoTnTa Tepuatikou EEonAiouou e 1o dnuoaio diKTUO

'Onw¢ Habaivoupe Kal 0To NPpWTo £T0G anoudwv MANpogopIknic, o Adyog nou
neTuxe 1o Internet €ival 0TI opioTnkav koiva NpwTOKoAAa diacuvdeon  Kal
enikoivwviwyv. 'ETol, nola cuokeun TnPEi autd Ta NpWTOKOAAA UMNopei va
dlaouvdeBbei, iTe ival unoAoyIoTAC, KIVvNTO, Aduna r yuyeio. O napoxog Internet
Kal TNAEQwviag, ogeiAel va gival napoxog Internet kar TNAe@wviag, ONwg auTta Ta
dUo opilovTal oTa oxeTIka NpwTokoAAa (TCP/IP, SIP KTA). AvVTIOTOIXWG, Ol
KaTaokeuaoTeG TE opeilouv va nwAoUV OUCKEUEC CUPBATEG UE AUTA TA KOIVA
NPWTOKOAAG Kal €TOI ENITUYXAVETAI N dlaA€IToupyIkKOTNTA TE kal dnuoaiou dIKTUOU.
Oeiloupe va dlapuUAGEouEe TNV oUdeTEPOTNTA Tou Internet yiaTi auTh eivai n
dUvapn Tou Kal va Pnv aprioouUlE TOV EKQUAICUO TOU EMITPEMNOVTAG OE KABE
napoxo va B£Tel neplopiopoUc kaTtd To dokouv. Ta napandvw eniBaAAouv Tov
opiopd Tou ZTA oTo onpeio A.

EAguBepoc avTaywviouog

To {nToUPEVO TOU EAEUBEPOU avTaywVviopou dev XpelaleTal NEPAITEPW TEKPNPIWON.
EE opiopoU nMANTTETAI OTAV 0 NAPOXOC EMIBAAAEI EEOMAIONO EVOG KATAOKEUAOTH EVW
KaAUNTeTal OTav 0 XpnoTng €Xel Tn duvatoTnTa va Xpnoigonoifosl eEonAIouo TNG
eniAoyng Tou. Eival anoAUTwG anapddekTo kai npoBAnuaTikd a&ioniorol eEoNAICHOI
MeyaAwv oikwv n.x. Cisco, AVM, Mikrotik va anokAgiovTal kal va pynv pnopouv va
xpnoigonoinBolv o€ kavéva oniTi kal €Taipia ornv EAAada.

Enavaxpnoiuonoinon eEonAiouou

A€OOPEVOU TOU OTI 0 EAEUBEPOC AVTAYWVIOUOG UETAEU TWV ETAIPIOV OTABEPNG
TNAEQWViag dnUIOUPYEI KIVNTIKOTNTA TwV NEAATWV, dNUIOUPYEITAl £vag TEPATTIOC
OYyKOoG ano router/modems Ta onoia Egpévouy KaTa TNV PETAKIVNON TWV XpNOTOV
and ndpoxo o€ NApoxo, Kai dev pnopolv va xpnoigonoinBouv oTov VEO NApPoXo.
AUTO €x€l KAl apvnTIKA CUVENEIQ ava@opika JE TNV OIKOAOYia Kal TNV CUCGOWPEUCN
AxpnNoTWV NAEKTPOVIKWV OUOKEU®V, aAAG Kal npokUNTEl n avaykn yia pubuion Twv
VEWV dpopoAoynNTWV HE TUXOV €1dIkEG anaiTroelg (port forwardings, static DHCP
KTA) META TNV UETAKivVNoNn ano ndpoxo o€ napoxo. O NpoTEIVOUEVOC OPICHOC TOU
>TA oTo onueio A Ba onUAVEel TO TEAOG TWV CUVEX®WYV dAAaywV €EonAiouou, ol
onoiec aAAayEC va pnv EexVAPE OTI ONUAIVOUV €KTOC TWV NPoavapepBEVTWV Kal
OIKOVOMIKN €MIBAapuvan Tou TeAIkoU XpnoTn, d10TI TO KOOTOG TOU £E0NAICHOU
EVOWPATWVETAI 0TA TINOAOYIA TOU NApOXOoU EITE HE KPUPO EiTE PE PAVEPO TPOMO.

4. EQv NPOTEIVETE TO ONMEIo A aITIOAOYAOTE yiaTi KaTta Thv Kpion oag dev
ouVvTpEXOUV AOYOI EPpApHOYNG TWV KpITNpiwv iii-vi TG evoTnTag 5.

Kpitnpio iii. - "AnAouoTeuon Twv AgiToupyiwv Tou dnuoaoiou dIKTUOU"



H epneipia €xel O€iel 0TI 0 NAPWXNHEVOG, XAUNANG MoIOTNTAG, KOOTOUG KAl
duVaTOTATWV TEPUATIKOG €EONMAIOHOC Nou divouv Ol NApox0ol MPOKAAEI JEYAAO OYKO
douAeldg ota support helpdesk Toug. H xprnon €€onAiopou TNG EMIAOYNG TWV
XpNoTWV Ba onuavel avandpeukTa Xprnon KaAuTepng nolotnTag eEonAiouou, o
ornoiog Tnpei Ta dIKTUAKA NPOTUMNA KAl Ta UAOMOIEI MIOTOTEPA and O,TI O TEPUATIKOG
€€onAIopog nou niBailouv ol napoxol. O opiocpdc Tou XTA oTo onueio A 8a
onuavel eAaTTwon Tou GOopTou TwV support helpdesks Twv napoxwv.

KaTa Ta aAAa, o ndpoxog dev Ba anwAéoel TNV duvaToTNTA VA NAPEXElI TOV
NPOTEIVOUEVO and To idIo €EONAIONO OTOUG XPrOTEC Nou eniBupoUv va napaidapouv
TE npopuBuiopévo, €Toiyo yia plug & play. TéAog, Onwg Twpa NpoBAENETAl N
XPEWON TOU TEAIKOU XPRoTn oTnV NEPINTWon AoKonng JETARACNG CUVEPYEiou OTav
€xel ONAwBei BAGBN oTn ypauun n onoia TeAika anodeikvUeTal OTI €ival KAnoio
NAEKTPOAOYIKO MPOBANHA KAAWDIWONG EVTOC TOU XWPOU €uBUVNG TOU TEAIKOU
xpnotn (n.x. oniti), 6a sival Aoyikd va npoBAENeTal Kal XPEWGN Yid TNV NEPINTWON
nou n ava@epopevn BAGBn opeileTal oe npoBAnua Tou TE enmiAoyng Tou XpRoTn n
aduvapia ocwoTAG puBUIoHC Tou. O TEAIKOC XpNoTNG avaAauBavovTtag Tnv eubuvn
va emA&gel kal va pubpioel Tov TE eniAoyng Tou, ENWHICETAl KAl TIG OUVENEIEG,.

Kpitnpio iv. - "AopdAeia Tou dIKTUOU"

H ao@aAeia Tou dikTUOU NANTTETAI PIQKA ano TNV padikh Xpron oTo diKTUO EVOG
napoxou, TEPUATIKOU €EONAICHOU EVOC KATAOKEUAQOTN, O OMNoiog YAAloTa €E0NAIGHOG
gival xapnAou KOOTOUG Kal axedov PINOEVIKAG CUVTHPNONG Kal support. H aocpdaAeia
Tou OIKTUOU Ba avaBaBduioTei and Tnv eykataoTacon e€onAiopgoU uwnAdTEPNG
no1dTNTAg Kai no Jakpoxpoviag unoaTrpIENG EK HEPOUG TOU KATAOKEUAOTH HE
updates.

Kpitnpio v. - "Aiaxeipion kivnong Tonikou OikTuou (local traffic)"”

To InToupevo yia lawful interception dev nAnTTeETAl ANd TO {NTOUPEVO OPICHO TOU
onueiou A wg =TA. To lawful interception €xel vonua va epapuoaTei (oTav
anaiTeital) katd TIG EMNIKOIVWVIEC TOU TeEAIKOU XproTn UE To Internet kal ox1 evtdg
TOU TOMniKoU Tou OIKTUOU.

Kpitnpio vi. - "Mapoxn unnpeoiwv oTabepnc TNAspwviac ueow acupuarng
TeEXvoAoyiag”

MpokeITal yia hia ondvia nepinTwaon onou kai naAl undpxel d1ab£ai1uog eEonAIoHOC
oTnV ayopd nou KaAUNTEl TIC MPOTUNOMNOINKEVEC NPodIaypaPEG KAl UNopPEi va Tov
npounBeuTei Kal o xpnoTtng (TE pe evowpaTtwuévo 4G) kal oTov onoio 8a Pner n
SIM Tou napoxou.

2TUAlavog MNanaonupog.



