Ztoweia umtoBoAng:

Ap. NaAAag A. FewpyLog
Adaokwv oto Tunua NAnpodopikng AMNo

1. MwotevEeTe OTL Elval AvalyKaio )| OXL vOL OPLOTEL TO ONUELD TEPUATLONOU SLKTUOU;
NopakaAoUE TEKUNPLWOTE TNV AnoPn oag.

O oplopog Tou onueiou Teppatiopol Siktuou (XTA) eival avaykaiog ylati onmwe ¢paivetal
oTnV TMPAEN Ta TEAEUTALO XPOVLA, N TIOALTIKN TWV TTOPOXWV Tou eTUPRAAAEL TN Xprion
OUYKEKPLUEVOU €EOTTALOUOU €XEL SnULOUPYNOEL TTOANG TTPOPBANLATA, OTIWG OLKOVOLLKN
emPBAapuvon yLa ToV TEALKO XPrOTN TOU KOOTOUG TEPUATLIKOU €EOTIALOMOU KATA TNV aAAayn
amno napoxo o€ apoxo, PAaBeg, SucAeltoupyieg kat xapnAn anddoon SIKTUOU AOYW KAKNG
TOLOTNTAG TEPUOTLKOU €EOTMALOOU, CUCCWPEUGH AXPNOTWV NAEKTPOVLKWV CUCKEUWVY KOl
AaAAo, ta omoio avaAvovtatl S1e€odLkd oTnV andvinon Tng epwtnong 2. OAa ta mapanavw
B AVTLLETWTILOTOUV |LE TOV OPLOMO Tou 2TA.

2. Nowo onpeio Bswpeite kataAAnAotepo va oplobei wg onpeio teppatiopou diktvou (A, B
1 C). TEKUNPLWOTE TNV ANAVTNOH OOG.

KataAAnAotepo onpeio yla oplopo tou we Znpeiov Teppatiopol AKTUOU Kpilvetal o A.
AkoAoUBel n tekunplwon opadomotnpévn Katd evotnTeg.

IStwTtikoTnTAL

H mpootaoiog tng tdlwtikotnTag eMIBAANEL va LNV €XEL O TTAPOXOC TTPOCBACN 0T CUOKEUN
amo TNy omnola MePVAEL N Kivnon evtog Tou TOTKoU SIKTUOU Tou TeAKoU Xprotn. Auth n
Loxupn amaitnon cuvnyopel otov 0pLopo tou ZTA oto onpueio A.

Aopdleia

H aoddlela dedopévwy n onola sival kpiowng onpaciag, eMPBAAAEL va LTTOPEL O TEALKOG
XPNoTNG va KAvel updates oTov router Tou f KOL VO TOV avTIKAOLoTA Katd To SokoUv. H péxpt
TWPA TIPAKTLKA TNS XPNONG TEPHATLKOU £EOTALOOU TIOU TIOPEXEL O TTAPOXOC £XEL SeifelL OTL
yla tpodaveic Adyouc kdotoug Sivetal e€omALoPOC GTnNVOC, mapwynNUEVOC, XwWpPLic support
oo TNV ETALPILO KATAOKEUNG KaL XWwPLg ouoTnuatikd updates. Emiong, av Aot ot teAdteg
£xouv i8lou katookeuaotn e€omALopO, eav epdavioTei kamolo exploit Ba toug emnpedoet
OM\oug, o avtiBeon pe TNy Mepimtwon mou uTdpXeL oAU popdia Tou e€omAlopol ou
XPNOLUOTIOLOUV OL TIEAGTEG. JUVETTWG Kal N aiodpdalela SeSopévwy wg INToupevo emBAAAEL
TOV OpLOUO Tou XTA oto onpeio A.

MotdtnTo UMNPECLWV /Kol EAATTWUEVN TTOPOX!) UTTNPECLWV

H moldtnta UTNPECLWV TTANTIETOL CUXVOTATA ATIO TOV EOTMALOUO IOV eMLBAAAEL O TAPOXOG
OTOV TeALKOU XproTn, 0 omoiog eival mapwynUévos, xapunAwv duvatotitwy, e bugs mou
KaBlotoUv cuyva oplopéva features tou aduvarta otn xpron (m.x. multicasting, dynamic
DNS). Ta online forum elval yepdta and mopanova XpnoTwy OXETLKA e TTPOBANUATIKO Kal
KOKAG TIOLOTNTAG EEOTIALOLO TIOU £lval avaykoopEvoL va Xpnaotpomololv. MoAhot routers yLa
napadelypa pmhokdpouyv to SIP port (yiati to xpnoyomnotouv ot iSlol) pe amotéAeopa va



UNV Umopel kamolog va kavel €va SIP trunk pe kdmolov SIP server oto Internet. Emiong
moAAol routers pumAokApouv to port 22, To omoio &gv Pmopel va To KAVEL 0 TEALKOG XPHOTNG
avakateBuvon og kamolov host Tou ecwteplkol SIKTUOU, YLATi TO XpnoLUoToLouV ol idtot
ol routers. AAAo mapadetypa sivatl to dynamic DNS 6mou ka&Be router umootnpilel §ikoug
tou dynamic DNS providers, kat xpeLalovtatl aAAQYEG A0 TNV LEPLA TOU TEALKOU XproThn
KA@Be popa mou aAAalel router ) mapoxo. MNa moAAoUg XprioTEG TOU EUPUTEPOU XWPOU TNC
TmAnpodopLkNG auTa ivat coPfapd mpoBAnuata, SL0TL MpocPacn oto Internet dev onuaivel
yla 6Aouc armAwg Facebook, Web & Netflix. Kot autd to onueio ouvnyopei oTov oplopo tou
3TA oto onueio A.

YITEPOYKEC XPEWOELC TNAEPWVIAC

Av oL tapoyxol B€Aouv Omwg Loxupilovtal va mpootatePouv Tov TEALKO XpHoTn amno
UTTEPOYKEC XPEWOELG KL yLa ToV AOYo autov Sev Sivouv Tou Kwdikouc tnAedwviag (SIP
credentials), pmopouv am\wg va Swaoouv tTnv SuvatotnTa oTou¢ TTEAATEG TOUG TToU {NToUuV
TOoUG KWSLKOUC ThAedwviag va opilouv PEYLOTN XpEwaON UETA amo tnv onola Ba StakomteTal
n unnpeoia tnAsdpwviag. TUVEMWCE Kal N TpooTaoia Twv MeAATWY wg {ntoluevo ev
gunodiletal pe tov oplopd tou ITA oto onueio A.

AtaAettoupyikotnta TepuatikoU EéomAtouou pe to dnuoaoto Siktuo

Onwc pabaivoupe Kal 0To MpwTo £To¢ ortoudwv MANPodopLKAC, 0 AOYOG TTOU METUXE TO
Internet eival 6tL oploTnkav Kowd MPwtokoAAa SLocuvEeang Kal emkovwviwy. Etot, omola
ocuokeun Tnpel autd ta mpwtokoA\a propel va Stacuvdebel, elte eivat utoAoylotng, Kvnto,
Aduma ) puyeio. O mapoxog Internet kot tnAedpwviog, opeirel va eival mapoxocg Internet kat
tAsdwviag, Omwe autd to Vo opilovtat ota OXETKA TPWTOKoAAa (TCP/IP, SIP kTA).
AVTLOTOIXWC, Ol KATAoKEUAOTEG TE odeilouv va TWAOUV CUGKEVECG CUMBATEC LIE QUTA TA
KOLVA TIPWTOKOAAQ KOl £TOL ETITUYXAVETAL N SLaAettoupykotnta TE kot Snuooiou diktvou.
Odeirouvpe va StaduAdaéoupe Tnv oudetepdTnTa TOU Internet ylati auth ivatl n duvapur tou
KoL va LNV adrnooupe Tov EKPUALOUO TOU ETUTPEMOVTAG O KABE TApoxo va BETEL
TLEPLOPLOMOUC KATA TO SokoUV. Ta mapandvw emiBarlouv Tov oplopd tou ITA oto onpeio A.

EAeU8epoc avraywviouos

To {ntoUpevVo Tou eAeVBEPOU AVTOYWVIOUOU SV XPELATETOL TIEPALTEPW TEKUNPilwonN. EE
0pLopOoU TTANTIETOL OTAV O TAPOXOG EMLBAAAEL E€OMALOUO EVOG KOTAOKEUAOTH EVW
KOAUTITETAL OTAV O XPrOTNG £XEL TN SuvaTdTNTA VO XpNnotpomolnost e€omALoUO TN EMAOYNG
Tou. Elval amoAUTtwg amapddekto Kol mPoBANUOTIKO afLOTLoTOL EEOTIALOLOL LEYAAWV OIKWY
..x. Cisco, AVM, Mikrotik va amokAsiovtal kal va punv pmopouv va xpnotponotnfolv o
KOWVEVQ OTtiTL Kal eTaupia otnv EAAGSa.

Enavaxpnotuomnoinon éonAiouou

AeSopévou Tou OTL 0 eAsUBEPOC OVTAYWVIOUOC HETAEY TWV eTaPLWY otaBepnc tnAsdwviag
Snuoupyel KVNTIKOTNTA TWV MEAATWY, SnuLloupyeltal €vag TEpAOTLOC OYKOG Ao
router/modems ta omoia EUEVOUV KATA TNV LETAKIVNON TWV XPNOTWY a6 MAPoXo O
TLAPOXO, KAl SEV UIMOPOUV va XpnolponotnBouy oTov VEo TAPoX0. AUTO £XEL KOL OPVNTLKA
OUVETELA aVOPOPLKA [LE TNV OLKOAOYLA KaL TNV CUCCWPEUCN AXPNOTWV NAEKTPOVIKWV
CUOKEUWV, OAAA KOL TIPOKUTITEL N aVAYKN yLa pUBLILON TWV VEWV SPOOAOYNTWVY LLE TUXOV
elbKEG anarttnoelg (port forwardings, static DHCP KTA) petd TNV petakivnon and napoxo os
Tapoxo. O MPOTELVOUEVOG OPLOUOG Tou XTA oto onpeio A Ba GNUAVEL TO TEAOG TWV CUVEXWVY



oAAaywv e€OMALOUOU, oL oTtoleg aAANAYEG VAL NV EEXVAUE OTL ONUALVOUV EKTOC TWV
npoavadepBEVIWY KOl OLKOVOULKNA eTLBAPUVON Tou TeAkoU xprotn, SLOTL To KOGTOC TOU
£€0MALOMOU EVOWHATWVETAL OTA TILOAOYLA TOU TTapdXoU £iTe e KPUDO ite pe pavepo
TpoMO.

4. Eav npoteivete T0 oneio A atloAoynoTe ylati Kot thv Kpion oag dev cuvipéxouv
Adyol edappoyng Twv Kptnpiwv iii-vi Tng evotntog 5.

Kpttnpto iii. - "AmAovoteuan twv Aettoupytwv tou dnuoatou Siktuouv”

H eumnetpia €xel dei€el OTL 0 MAPWYNUEVOG, XOUNANG TTOLOTNTOG, KOOTOUG Kol SuvaToTTWV
TEPUATLKOG £EOTALOUOG TToU Sivouv oL tdpoxol TpokKaAel peydlo dyko SOUAELAG ota support
helpdesk toug. H xprion e€omAlopoU tng emAOYNG TWV XpNoTwy Ba onuavel avanodeukta
Xpnon KaAUTtepng molotnTag £EOMALOLIOU, O OTIOL0G TNPEL TOL SIKTUAKA TTPOTUTIAL KOl TAL
vAorolel mLotdtEPA Ao O,TL O TEPUOTIKOG EEOTALOUOG oV emiBAAAouv oL mapo)xot. O
0pLOPOG Tou ITA oto onpeio A Ba onpavel eAdttwon Tou ¢optou Twv support helpdesks twv
TLOPOXWV.

Katd ta aAAa, o tapoyog 6ev Ba anwAéoel Ty SuvatdTNTA VO TIAPEXEL TOV TIPOTELVOLEVO
oo To (610 e€omMALOUO O0TOUC XPHOTEC Ttou emBupouv va apaAdpouv TE mpopuBuLopévo,
£tolpo yua plug & play. Téhog, Onwe twpa TPOoPAEMETAL N XPEWON TOU TEALKOU XpROTN OTNV
TEPUTTWON AoKOTNG HETABaoNC cuvepyeiou Otav £xel SnAwBel BAGBN otn ypauur n onoia
TEAKA QoS ELKVUETAL OTL £lval KATTOLO NAEKTPOAOYLKO TTPOPANUA KaAwSiwaong EViog Tou
Xwpou gubuvng Tou TeAkoU xpnoth (m.x. omitl), Ba eival Aoywko va mpoBAENETAL KoL XpEwaN
yla tnv mepintwon mou n avadepopevn PAAPN odeiletal og mpoBAnua tou TE emAoynig Tou
xprnotn N aduvauio cwotng pubuLonc tou. O TeEAKOC XpRotng avalapBavovtog tnv eubuvn
va eTUAEEEL Kat va puBpioel tov TE emAOYAG TOU, EMWLETOL KOL TLG CUVETIELEC,.

Kpttripto iv. - "AopdAeta tou Siktuou”

H aoddleia tou Siktuou MARATIETOL PL{KA aTto TNV Hallki Xprion oto SiKTuo evog mapoyou,
TEPUATIKOU €EOMALOUOU EVOG KOTOOKEUAOTH), O OTOL0G PLAALOTA EEOTTALOWOG elval XapunAoU
KOOTOUC Kal oxebOv UNdevIKN ¢ cuvtrpnong Kat support. H aopdiela tou Siktvou Ba
ovaBabuiotel ano v eykatdotaochn e€omiiopol uPnAdTeEPNG MOLOTNTAC KAL TILO
HOKPOXPOVLAG UTIOOTHPLENG EK LEPOUG TOU KATAOKELOOTH Ue updates.

Kpttripto v. - "Atayeipton kivnong tomikou Siktuou (local traffic)”

To {ntoUpevo yia lawful interception gv mAntreTal anod to {NToUUEVO OpLopO TOU onpeiou A
w¢ XTA. To lawful interception €xetL vonua va edappooTtel (0Tav amalteltol) Katd Tig
ETILKOLVWVIEG TOU TEALKOU XproTn HE To Internet Kol OXL EVTOG TOU TOTILKOU TOU SIKTUOU.
Kpttnpto vi. - "Mapoxn unnpeoiwv otadeprg tThAspwvias uEow acupuatng texvoloyiog"
MpOKeLTAL YLO L0l OTIAVLA TTEPIMTWON OTOU Kol TLAAL uTtdpXeLl SLaBEoLUoC EEOTTALOUOG OTNV

Oyopa TOU KOAUTITEL TLG TIPOTUTIOTIOLNEVEC TTpoSLaypadEC Kal UMopEL va Tov popnBeutel
KoL 0 xpnotng (TE pe evowpatwpévo 4G) kat otov omolo Ba pnel n SIM tou apdyou.



