1. MioTeveTe OTI €ival avayKaio A X1 va OpIOTEI TO ONUEIO TEPUATIOMNOU BIKTUOU;
MapakaAoUpE TEKUNPIWOTE TNV ATTOYN OAG.

O oplou6g Tou anueiou TepuaTiopoU diIKkTUoU (ZTA) gival avaykaiog yiati OTTwg @aiveTal otV
TPA&EN Ta TEAEUTAI XPOVIA, N TTOAITIKA TWV TTapdXwV TTou €TTIBAAAEI TN XPrON CUYKEKPIPEVOU
€EOTTAIOUOU €x€1 OnNUIoupynoel TTOAAG TTPORANMATA, OTTWG OIKOVOUIKA ETTIBAPUVAN YIa TOV
TEAIKO XproTn Tou KOOTOUG TEPUATIKOU €EOTTAIGHOU KATA TNV aAAayr] atté TTdpoxo o€ TTapoxo,
BAGBeg, ducAeitoupyieg Kal xaunAfl ammédoaon dIKTUoU Adyw KAKNG TToIOTNTAG TEPUATIKOU
e€otrAIopuoU, cuaowpeuan axpnOoTwWV NAEKTPOVIKWY OUCKEUWV Kal GAAa, Ta oTroia avaAuovTal
01e€00IKA oTnV amavrnon TG epwtnong 2. OAa Ta Tapatrdvw Ba avTIHETWTTIOTOUV UE TOV
opiouo Tou ZTA.

2. MNMoio onpeio Bewpeite KATAAANAOTEPO Va Op100BEi WG onueio TEpaTIONOU SikTUOU (A,
B | C). TekunpiwoTe TNV ATdvTnon cag.

KataAAnASGTEPO onuEio yia opIouO ToUu WG Znueiou TepuaTtiopou AIKTUOU KpiveTal To A.
AkoAouBEi n Tekunpiwaon opadoTroiNuévn KAt evoTNTEG.

101WTIKOTNTA

H rpooTaciag Tng 1I01WTIKATNTAG EMIBAAAEI VO pnv €XEI O TTAPOXOG TTPOCRACN OTn CUOKEUN
OTTO TNV OTToIa TTEPVAEI N Kivnon VTOG TOU TOTTIKOU BIKTUOU Tou TEAIKOU XprioTn. AuTtA n
IOXUPN aTTaiTnon ouvnyopei otov opioud Tou 2TA oTo onueio A.

AopdAcia

H aodaAcia dedopévwyv n otroia gival Kpioiung anuaaciag, emRAAAEl va UTTOPE O TEAIKOG
XPNoTnG va kavel updates gTov router Tou 1 Kal va Tov avTiKaBIoTa Katd To dokouv. H péxpl
TWPA TTPAKTIKA TNG XPAONG TEPHATIKOU €EOTTAIGHOU TTOU TTAPEXEI O TTAPOXOG £XEl OEiel OTI yia
Tpo@aveig Adyoug KOaTOUG BiveTal EOTTAICHOGS PTNVOG, TTAPWYNHEVOS, XWPIG support atrd Thv
ETAIPIA KATOOKEUNG Kal XWwpPig ouoTnuatika updates. ETtiong, av 6Aol o1 TTEAdTEG €Xouv idlou
KaTaokeuaaTr] €EOTTAIONO, €Gv ep@avioTei KaTolo exploit Ba Toug eTTnpedael 6GAoug, o€
avTiBean e TNV TTEPITTTWAON TTOU UTTAPXEI TTOAUNOP®Ia TOU €EOTTAICOU TTOU XPNOIUOTTOIOUV Ol
TEAATEG. ZUVETTWG KAI N ao@AAeia deSoUEVWV WG {nTouuevo eIRAAAEI TOV OpIoUO Tou 2TA
oTo anueio A.

lMoidtnTa uTTNPECIWY H/Kal EAATTWIEVN TTAPOXT UTTNPECIWY

H 1T016TNTa UTTNPECIWY TTARTTETAI CUXVOTATA OTTO TOV £COTTAICNS TTOU ETTIBAAAEI O TTAPOXOG
oTov TEAIKOU XpAOTN, 0 OTT0I0G €ival TTApWXNUEVOG, XAUNAWY duvaTOTHTWY, UE bugs TTOU
KaBioTouv ouyvd opicuéva features Tou aduvara oTn xprion (1r.X. multicasting, dynamic
DNS). Ta online forum eival yepdta atmd TapdIrova XpnoTwy OXETIKA pe TTpoBAnuatiké Kai
KOKNG TToIOTNTAG £COTTAIGUO TTOU €ival AVaYKAGUEVOI va XpnalpoTtroiouv. MNoAAoi routers yia
Tapadeyua prAokdpouv 1o SIP port (yiati To xpnolgotroioly ol idIol) e aTToTEAEGUA va unv
pTTOpEi KATTOI0G Va Kavel éva SIP trunk pe k&moiov SIP server ato Internet. Etriong TToAAoi
routers UTTAOKAPOUV TO port 22, To 0TT0i0 OEV UTTOPEI VA TO KAVEI O TEAIKOG XPAOTNG
avakareuBuvon oe Katolov host Tou ecwTePIKOU SIKTUOU, YIaTi TO XPNOIMOTTOIOUV Ol idIoI Ol
routers. AAo TTapaderyua gival To dynamic DNS é1rou k&8¢ router utrooTnpilel diIkoUug Tou
dynamic DNS providers, ka1 xpeidZovTal aAAayEG aTrd TV PHEPIA TOU TEAIKOU XproTn KEOe
@opd 1ToU aAAGCel router A TTpoxo. Na TTOAAOUG XpOTEG TOU EUPUTEPOU XWPOU TNG
TTANPOPOPIKAG auTd eival coBapd TTpoARuara, &16T TpdoBacn aTo Internet dev onuaivel yia
6houg atmAwg Facebook, Web & Netflix. Kai auté To onueio ouvnyopei otov opiopd tou 2TA
oTO onueio A.

YTTEPOYKES XPEWOTEIS TNAEQWVIAS

Av ol TTépoyol BEAouv OTTWG I0XUPICOVTaIl VA TTPOCTATEWOUV TOV TEAIKO XPrOTN ATTO UTTEPOYKES
XPEWOEIG Kal yIa TOV AOyo auTov dev divouv Tou KwdIkoUg TNAepwviag (SIP credentials),
MTTOPOUV aTTAWG Va dWaouV TNV duvaTOTNTA GTOUG TTEAATEG TOUG TTOU {NTOUV TOUG KWOIKOUG
TNAEQWViag va opifouv PEYIOTN XpEwan UETA atrd TNV oTToia Ba SIOKOTITETAI N UTTNPETIa



TNAEQWVIAG. ZUVETTWG Kal N TTPOOTACIA TWV TTEAATWYV WG {NTOUPEVO Oev eUTTOdICETAI UE TOV
oploud Tou 2TA aT1o anueio A.

AiaAeiroupyikornta TepuarikoU EE0TTAIOLIOU e TO dnuoaio diKTUO

OTrw¢ Jabaivoupe Kal aTo TTPWTO £T0G OTTOUdWY MANPOPOPIKNG, 0 AOYOG TTOU TTETUXE TO
Internet gival 611 opioTnkav KoIva TTPWTOKOAAQ dlacUvdeong Kal ETTIKOIVWVIWY. ‘ETol, éTToia
OUOKEUN TNEEi auTd Ta TTpwTOKOAAG UTTopEi va dlacuvdeBei, iTe gival UTTOAOYIOTNAG, KIVNTO,
AapTtra fj wuyeio. O Tdpoxog Internet kal TNAe@wviag, ogeilel va gival Tapoxog Internet kai
TNAEQWViag, 6TTwG auTd Ta dUo opifovTal OTa OXETIKA TIPWTOKOAA (TCP/IP, SIP KTA).
AvTioTOIXWG, Ol KATaOKEUAOTEG TE o@eilouv va TTwAOUV GUOKEUEG OUNPBATEG PUE QUTA TA KOIVA
TTPWTOKOAAQ Kal €Ta1 TTITUYXAVETAI N SlaAEIToupyIKOTNTa TE kal dnuoaiou dikTUuou. O@eiloupe
va dla@uAdgoupe Tnv oudetepdTnTa Tou Internet yiati autr gival n d0vaur] Tou Kal va unv
APrOOUE TOV EKQUAICHO TOU ETTITPETTOVTAG € KABE TTépoxo va BETEl TTEPIOPITUOUG KATA TO
ookouUv. Ta Tmapatrdvw emRaAAouUv Tov opIouo6 Tou ZTA aTo onueio A.

EAg06epog avraywviouog

To {nToUuevo Tou eAeUBEPOU aVTaYWVIOHOU dev XPEeIAleTal TTEPAITEPW TEKUNPiwaN. EE
OpIoUOU TTAATTETAI OTAV O TTAPOXOG ETTIRAAAEI EEOTTAIOUO £VOG KATAOKEUAOTHA VW KOAUTITETAI
ét1av o XproTng £xel Tn duvatodTnTa va XpnaoiJoTToinael e€0TTAIoud TnG €TMIAOYAG Tou. Eival
OoTTOAUTWG OTTAPAdEKTO Kal TTPoBANpaTiké agiotTioTol e§oTTAIopoi peydAwyv oikwv 11.X. Cisco,
AVM, Mikrotik va atrokAgiovtal Kal va unv 4Tmopouv va XpnoigotroinBolv o€ Kavéva OTTiTI KAl
eTaipia otnv EAAGSQ.

Emavaypnoiuorroinon e€omrAiocuou

Aedopévou Tou OTI 0 EAeUBEPOC avTayWVIOUOS HETAEU TWV ETAIPILV OTABEPNG TNAEPWVIOG
OnNMIoUPYEi KIVNTIKOTATA TWV TTEAATWY, dNIoupyEiTal £évag TEPAOTIOS OYKOG aTTd
router/modems Ta oTroia Eepévouv KATA TNV YETOKIVNGN TWV XPNOTWV a1Td TTAPOXO OF
TaPOoXO, Kal dev YTTopoUV va XpnoIJoTToiNBoUv oTov VEO TTAPOoX0. AUuTO £XEI KAl ApVNTIKN
OUVETTEIO QVAPOPIKA PE TNV OIKOAOYIa Kal TNV CUCCWPEUCT AYXPNOTWY NAEKTPOVIKWY
OUOKEUWY, aAAG Kl TTPOKUTITEI N avAyKn yia puBuion Twv VEwV dpouoAoynTwy Pe Tuxov
€101kéG atraitrjoelg (port forwardings, static DHCP kTA) petd tnv petakivnon atmmod mapoxo o€
mapoxo. O mpoTevouevog opiouds Tou 2TA oTo onueio A Ba onuavel To TEAOG TWV CUVEXWV
aAaywv eEOTTAIOPOU, 01 OTToiEG OAAAYEG VO PNV EEXVAUE OTI ONUAIVOUV EKTOG TWV
TTPOAVaPEPBEVTWY Kal OIKOVOUIKN €TTIRAPUVAN TOU TEAIKOU XPpraTn, BIOTI TO KOGTOG TOU
€COTTAIOOU EVOWMNATWVETAI OTA TIMOAGYIQ TOU TTAPOXOU EiTE PE KPUPO €iTE e pavePO TPOTTO.

4. EQv mrpoteiveTe TO onpeio A aiITIOAOYAOTE YIATI KATA TNV KPion oag Sev ouvTpéXouv
Adyol epappuoynig Twv KpITnpiwy iii-vi TNg evéTnTOag 5.

Kpirnpio iii. - "ArAouaTeuan Twv AEIToupyiwy Tou dnUooiou dIKTUOU"

H eutreipia £xe1 O€i€el 0TI 0 TTAPWYNUEVOS, XAUNAAG TTOI6TNTAG, KOOTOUG KAl SUVATOTATWV
TEPUATIKOG £€O0TTAICUGG TTOU Sivouv o1 TTAPOXO! TTPOKAAET HEYAAO OYKO BOUAEIGG OTa support
helpdesk Toug. H xprion e€otTAiIcpoU TNG £TTIAOYNAG TV XPNOTWY Ba onudavel avatrdQeukTa
xprion KaAuTepng moidTnTag eEO0TTAICUOU, 0 OTT0IOG TNPEI Ta SIKTUGKA TTPOTUTTA KAl TA UAOTTOIEI
MOoTOTEPA ATTO O,TI 0 TEPUATIKOG £EOTTAIGUOG TToU £TTIBAAAOUYV oI TTdpoxol. O opioudg Tou ETA
oT0 onueio A Ba onudvel eAATTwaon Tou OpToU TwV support helpdesks Twv TTapoxwv.

Katd t1a dAAa, o TTdpoxog 0sv Ba ammwA£ael TNV duvaTdTNTA VA TTAPEXEI TOV TIPOTEIVOUEVO ATTO
T0 i010 €EOTTAICO OTOUG XPNOTEG TTOU £TTIBUPOUV va TTapaAdBouv TE TTpopuBuiouévo, £T0INO
yia plug & play. TéAog, 6TTwG Twpa TTPORAETTETAI N XPEWAN TOU TEAIKOU XpAOTNn GTNV
TTEPITTITWON ACKOTING METARACNG ouvepPyEiou OTav £xel dNAwBEI BAGRN oTn ypauun n otroia
TEAIKA aTrodEIKVUETAI OTI €ival KATTOI0 NAEKTPOAOYIKO TTPORANUA KaAwdiwaoNg VTGS TOU XWPOU
€uBuvng Tou TEAIKOU XpAOTN (TT.X. OTTITI), Ba €ival AoyIkd va TTPOBAETTETAI Kal XpEwaon yia TV



TTEPITTTWON TTOU 1 ava@epouevn BAGRN ogeileTal o TTPORAnua Tou TE emAoyrg Tou XproTn N
aduvapio cwaoTAg pUBUICAG Tou. O TeAIKEG XpProTNG avaAauBdavovtag Tnv euBuvn va TTIAEEE
Kal va puBpioel Tov TE €1mAoyYNAG Tou, ETTWUICETAI KOl TIG GUVETTEIEG.

Kopithpio iv. - "AcpdAcia tou SIKTUou"

H ao@dAgia Tou dIkTUOU TTAATTETAI PICIKA ATTO TNV JACIKA XPrion oTo dikTuo £vog TTapdXou,
TEPUATIKOU €EOTTAICHOU €VOG KATAOKEUAQOTH, O OTT0I0G PHAAIOTA £EOTTAIOUOG €ival xaunAou
KOOTOUG Kal 0XedOV undeVIKAG ouvTripnaong Kai support. H ao@dAeia Tou diktuou Ba
avapaduioTei atrd TNV eykatdoTacn eE0TTAICUOU uWnASTEPNG TTOIOTNTAG KAl TTIO JAKPOXPOVIAG
UTTOOTAPIENG €K JEPOUG TOU KATOOKEUAOTA pe updates.

Kpirpio v. - "Aiaxeipion kivnong rommkoU oiktuou (local traffic)"”

To ¢nToupevo yia lawful interception dev TTAATTETAI ATTO TO NTOUUEVO OPIOHO TOU anueiou A
wg 2ZTA. To lawful interception éxelI vonua va e@apuoaTei (6Tav atraiteital) Katd TIg
ETTIKOIVWVIEG TOU TEAIKOU XproTtn We To Internet kai 6x1 evidg Tou TOTTIKOU TOU BIKTUOU.
Koithpio vi. - "Tlapoxn urrnpeaiwy oTabepns tTnAspwyviac péow acupuartng rexvoAoyiag”
Mpokermal yia yia oTTavia TTEPITITWON OTTou KAl TTAAI uTTapXel S1a8£oi1uog eEOTTAICNGG OTNV

ayopd& TTOU KAAUTITEI TIG TTPOTUTTOTTOINKEVEG TTPOBIAYPAPEG KOI UTTOPET VO TOV TTPOUNBEUTE Kal
o xpnoTng (TE pe evowpatwuévo 4G) kal oTov otroio Ba utrel n SIM Tou TTapdyou.
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