1. MioTeUETE OTI €ival avaykaio | 01 va OpICTEI TO CNUEIO TEPHATICHOU
31kTUO0U; NMapakaAoOUME TEKHNPIWOTE TNV dnoyn odag.

O opIoPOG TOU oNnUeiou TepuaTiopoU dikTUou (STA) sival avaykaiog yiaTi
onwc Qaiverar oTnv nNpagn Ta TeAeUTaia Xpovida, N NOAITIKN TWV NAPOXwWV
nou €nIBAAAEl TN XPrON CUYKEKPIPNEVOU €EONMAIOHOU €XEl SNUIOUPYNOEI
NoAAG npoBAApaATa, ONWG oIKOVOWIKN €NIBApUVON Yia ToV TEAIKO XpAoTN
TOU KOOTOUG TEPUATIKOU €EONAIOHOU KATA TNV aAAayn anod napoxo o€
napoxo, BAGBeg, ducheiToupyieg kal xapunAn anddoon dIKTUOU AOYw KAKAC
noloTNTAG TEPHUATIKOU €EONAIOUOU, CUCOWPEUCN AXPNOTWV NAEKTPOVIKWV
OUOKEUWV Kal dAAa, Ta onoia avaAuovTal di1e€odikd oTnv anavrtnon Tng
gpwTNONG 2. 'OAa Ta napanavw 6a avTIETWNIOTOUV PE TOV OPIOUO TOU
2TA.

2. NMoio onpeio Oswpeite kKaTaAAnAoTEpPO va opicOEi WG onuEio
TEpHATIONOU Ji1kTUOU (A, B ] C). TEKNNPIWOTE TNV ANAVTNON 0Ag.

KataAAnAOTEPO onueio yia oplopd Tou WG Snueiou TeppaTiopoU AlKTUOU
kpivetal To A. AKkoAouBei n Tekunpiwon opgadonoinuevn KaTa evOTNTEG.

IdiwTIKOTNTG

H npooTaciag TnG ISIWTIKOTNTAG EMBAAAEI va pnv €X&l 0 NApoxog npocBaacn
oTN OUOKEUN ano Tnv onoia NepvAEgl n Kivnon vTog Tou TomnikoU dIKTUOU
Tou TEAIKOU XpNnoTn. AUTA n 10XUpPH anaitnon ouvnyopei oTov opIoUO Tou
>TA oTo onueio A.

AopdAgia

H aopaAeia dedouevwy n onoia €ival kpiolung onuaciag, eniBaAAel va
MMopei 0 TEAIKOG XproTnG va kavel updates oTov router Tou 1 Kai va Tov
avTikaBloTa Kata To dokoUV. H YEXPI TWPA NMPAkTIKR TNG XPRong
TEPUATIKOU €EONAIOPOU MOU NApEXEl 0 NAPOoX0G £xel Oeiel OTI yia NPOPAVEIG
AOYOUG KOOTOUG diveTal €E0MAICUOG PTNVOG, NApWXNMEVOC, XWPIG support
and Tnv €Talpia KATAOKEUNG KAl Xwpi¢ cuoTnuaTika updates. Eniong, av
OAOI Ol NEAATEG £XOUV idIOU KATAOKEUAOTH €E0NAIONO, €AV ENPAVIOTEI
kanoio exploit 6a Toug ennpedcel OAoUC, 0€ avTiBeon YE TNV NEPINTWAON Mou
unapxel noAupop@ia Tou €€onAiogpoU nNou XpnaoidonoloUv ol NEAdTEC.
SUVENWG KAl n acpaAsia dedopuevwv wq {nToUuuevo eniBAAAEl TOV OpIoHO
Tou =TA oT0 onueio A.

MMoI0TNTa UNNPECIWV n/Kai EAATTWEVN NApoxn Unnpeciwv

H noloTnTa unnpeoiwv NAATTETAI CUXVOTATA Ano Tov €EONAIOUO MoOU
enIBAAAel 0 NGpoxog oTov TEAIKOU XPraTn, 0 0Moiog gival napwynUevog,
XauNA®V duvaToTATwy, PE bugs nou kabioToUv cuxva opiouéva features
Tou adulvaTta oTtn xpnon (n.x. multicasting, dynamic DNS). Ta online forum
gival yepdTa ano napdnova XpnoTwv OXETIKA PE NPOBANUATIKO KAl KAKNG
noidTnTag eEonAIOKO Nou gival avaykaouevol va xpnaoiponoiouv. MoAAoi
routers yia napadsiypya pnAokapouv 1o SIP port (yiaTi To Xpnoigonolouyv ol
idl01) JE anoTEAECNA va PNV MNopei kanolog va kavel éva SIP trunk pe
kanoiov SIP server oto Internet. Eniong noAAoi routers pnAokdapouv To
port 22, To onoio 8ev YMNOpPEI va To KAVEI 0 TEAIKOG XprOTNG avakaTeubuvon
o€ kanolov host Tou ecwTepikoU dIKTUOU, YIATI TO Xpnaihonolouv ol idiol ol
routers. AAo napadelypa sival To dynamic DNS onou kabe router
unooTnpilel dikoUG Tou dynamic DNS providers, kai xpeialovTal aAAayeg
anod TNV YEPIA ToUu TEAIKOU XproTn KAbe gopd nou aAAalel router rj napoxo.



Na noAAoUG XpNOTEC TOU EUPUTEPOU XWPOU TNC NANPOPOPIKAG auTd eival
ooBapa npoBAnuarta, di10TI npdéoBaocn oTo Internet dev onuaiver yia 6Aoug
anAwcg Facebook, Web & Netflix. Kai autd To onueio cuvnyopei oTov opIiouo
Tou XTA oTo onueio A.

YNEPOYKEG XPEWOEIC TNAEQWVIAG

Av ol napoxol BEAouv 6Nwc 1I0XUpifovTal va NPOCTATEYOUV TOV TEAIKO
XPNOTN ano UMNEPOYKEC XPEWOEIG Kal yia Tov AOYo auTov Ogv divouv Tou
KwdIkoUG TnAepwviag (SIP credentials), pnopouUv anAwg va dwoouv TNV
duvaTdTNTa OTOUG NMEAATEG TOUC Nou {NTOUV TOUG KwdikoUg TNAEPwViag va
opifouv PEYIOTN XPEWON KETA ano Tnv onoia 6a dlakONTETAl N UNNpPEoia
TNAEQWVIAG. ZUVENWG KAl N NPOOTACiA TWV NEAATWV WG {NTOUUEVO dev
€UnodileTal Ye TOV opIoKO TOu XTA oTo onueio A.

AiaAeiroupyikotnTa Tepuatikou EEonAiouou pue 1o dnuooio dIKTUO

'Onw¢ pabaivouue kal oTo NpwTo £T0¢ onoudwv MANPOPOPIKAC, 0 AOYOG
nou MeTuxe To Internet gival 6T opioTnkav koiva npwTokoAAa diacuvdeanc
Kal EnNKoIVwVIwV. 'ETal, 0nola CUCKEUN TNPEI AUTA TA NPWTOKOAAA YMOPEI
va d1acuvoeBei, iTe gival unoAoyIoThg, KIvNTO, Aduna r wuyeio. O ndpoxog
Internet kar TnAepwviag, opeiAel va eival ndpoxog Internet kai
TNAspwviag, 6nw¢ autd Ta duo opilovTal oTa OXETIKA NpwTOKoAAa (TCP/IP,
SIP KTA). AVTIOTOIXWG, Ol KATAOKEUAOTEG TE o@eilouv va nwAoUV CUOKEUEG
OUMBATEC YE AuTd Ta KOIVA NPWTOKOAAG Kal €TOI EMITUYXAVETAI N
diaAsiToupyikoTnTa TE kail dnuoaiou dikTUou. O@peiloupe va diapuldEoups
TNV oudeTePOTNTA TOU Internet yiaTti auTtn €ival n dUvaun Tou Kai va pnv
AQrOOUNE TOV EKQUAICHO TOU EMITPENOVTAC O KABE Napoxo va BETel
neplopiopoUg KaTa 1o dokoUv. Ta napandavw €niBAaAAouV Tov opiGuO Tou
>TA oTo onueio A.

EAgUBepoc avTaywVviouoc

To {nToUpEeVo Tou eAeUBepou avTaywVviopoU dev XpeldleTal NEPAITEPW
Tekunpiwon. EE opiopgoU NANTTETAI OTAV 0 NAPoxXoG eniBAAAEl EonNAICUO
£VOG KATAOKEUAOoTN ev® KAAUMTETAI OTAV 0 XpHOTNG £xel TN duvaToTnTa va
Xpnoigonoifoel eE0NAIONO TNG eMAOYNG Tou. Eival anoAUTwc anapadekTo
Kal npoBAnuaTikd a&ioniorol eEonAiopoi peydAwyv oikwv n.x. Cisco, AVM,
Mikrotik va anokAgiovTal kai va pnv gnopouUv va xpnoigonoinouv os
Kavéva oniTi kal eTaipia otnv EAAGda.

Enavayxpnoiuonoinon €EonAiouou

A€dOPEVOU TOU OTI 0 EAEUBEPOC AVTAYWVIOUOG METAEU TWV ETAIPIOV
oTafepnc TNAEPWVIAg dnUIoUpPYEl KIVATIKOTNTA TWV NEAATWV, ONUIOUPYEITAl
£vag TEPAOTIOC OYKOG anod router/modems Ta onoia Egpevouy KaTda Tnv
METAKIVNON TWV XPNOTWV Adnd Ndpoxo o€ Napoxo, kal Oev unopouv va
xpnoigonoin®olv oTov VEO NApoXo. AUTO €XEl KAl ApVNTIKR CUVEMEID
avagopikd e TNV 0IKoAOYia Kal TNV CUCOWPEUCN AXPNOTWV NAEKTPOVIKDV
OUOKEUWYV, dAAG Kal NpoKUNTEl N avaykn yia pubuion TwV VEOV
dpopoAoynTwv WE TuXOV €1dIkeG anaiThoelg (port forwardings, static DHCP
KTA) WMETA TNV WETAKivNon ano ndpoxo o€ napoxo. O NpoTeIVOUEVOC 0PITHOG
Tou XTA oTo onueio A Ba onuUAvel To TEAOG TWV CUVEX®V AAAaAyw®V
€EonAIopoU, ol onoieg aAAayEG va unv Eexvaue OTI GNUAivouv eKTOC TwV
npoavagepBEVTWV Kal 0IKOVOWIKN €nidpuvan Tou TeAlkoU xproTtn, dIOTI TO
KOOTOG TOU €EOMAICUOU EVOWUATWVETAI OTA TIHOAOYIA TOU NAPOXOU EITE WE
KPUQO €iTE YE PaAvePO TPOMO.



4. EAv NpoTEIVETE TO OonUEio A AITIOAOYNOTE yiaTi kaTtd TV Kpion oag
3V oUVTPEXOUV AOYOI EQAPHOYNG TWV KPITHPIWV iii-vi TNG evoTnTag
5.

Kpitnpio iii. - "AnAouoTeuon Twv AeiToupyiwv Tou dnuoaiou dIKTUou"

H epneipia €xel d€iel 0TI 0 NAPWXNHEVOG, XAUNANG MoIOTNTAG, KOOTOUC KAl
duUVATOTATWV TEPUATIKOG €EONMAICHOC Nou divouv Ol NAPOXO!l NMPOKAAEI
MeEyaAo Oyko douAeidg ota support helpdesk Toug. H xprion e€onAiopoU TNG
€NIAOYAC TWV XpNOTWV Ba onuAvel avano@eukTa Xpnon KaAuTepng
noloTNTAg e€0NAIOHOU, 0 ornoiog Tnpei Ta dIKTUakd NPOTUNA KAl Ta UAOMOIEI
nioToTepa and O,TI 0 TEPUATIKOG €E0NAIONOC nou enifaAAouv ol napoxol. O
0pIOUOG Tou XTA oTo onueio A 6a onuavel eAaTTwaon Tou POPTOU TWV
support helpdesks Twv napoxwv.

KaTa Ta aAAa, o ndpoxog dsv Ba anwAéosl TNV duvaToTNTA va NAPEXEl TOV
NPoTEIVOUEVO and To idio eEONAIONO OTOUG XPNOTEG Nou eniBupouyv va
napaAaBouv TE npopubuiopévo, €Toipo via plug & play. TEhog, 6nwc Twpa
NPOoBAENETAI N XPEWGN TOU TEAIKOU XPHOTN OTNV MEPINTWON AOKOMNNG
METABaAoNG ouvepyeiou OTav £xel dONAwOei BAABN oTn ypapur n onoia TeAIka
anodeikvUETal OTI €ival Kanoio NAEKTPoAoyIKO NpoBANua KaAwdiwong evTog
TOU XWPOU guBUvVNG Tou TeAIkoU xpnotn (n.x. oniTl), 8a €ival Aoyikd va
NPOoBAENETAl KAl XPEWON YIA TNV MNEPINTWAON Mou n avapepopevn BAARN
opeileTal og npoBAnua Tou TE eniAoyng Tou XprAoTn r aduvapia owoTnG
pUBUIONG Tou. O TEAIKOG XpNoTng avaAauBavovtag Tnv euduvn va enmAEEel
Kal va puBuioel Tov TE €niAoynG Tou, eNwileTal Kal TIG CUVENEIEC.

Kpitnpio iv. - "Ao@pdAegia Tou dikTuou"

H aoc@aAeia Tou dikTUOU NANTTETAI PIQIKA ano TNV Padikn xprion oTo dikTuo
£vVOG napoxou, TepHaTikoU e€onAiopoU evOC KATAOKEUAOTH, O OMoiog
MaAioTa €E0NMAIONOG €ival xapunAoU KOOTOUG Kal oXedOV UNJEVIKNAG
ouvThApnonG kai support. H acpaAeia Tou dikTUou Ba avaBabuioTei anod Tnv
gykaTaoTaon €€onAiopgou uwnAOTEPNG MNOIOTNTAG KAl MO JAKPOXPOVIAC
UNOOTNPIENG EK WEPOUC TOU KATAOKEUAOTH WE updates.

Kpitnpio v. - "Aiaxeipion kivnong Tonikou dikTuou (local traffic)"

To {nToupevo via lawful interception dev nARTTETAI and To {nTOUUEVO
0pIoUO Tou onueiou A wg XTA. To lawful interception €xel vonua va
€@appooTei (0TAv anaiTeiTal) Katd TIG ENIKOIVWVIEG TOU TEAIKOU XprRoTn KE
To Internet kai 0xI evTog Tou TonikoU Tou OIKTUOU.

Kpitnpio vi. - "Mapoxn unnpeoiwv orabepnc TnAspwviac ueow acupuaTnc
TEXVOAoyiac"

MpokeiTal yia pia ondvia nepintwaon 6nou kai ndAl unapyel d1a0£aiuog
€EONAIOUOG OTNV ayopd nou KAAUNTEl TIG MPOTUMOMNOINUEVEG NPodIaypaPEG
Kal ynopei va Tov npoun®euTei kai o xpnotng (TE pe evowpatwuevo 4G)
Kal aTov onoio 6a pnel n SIM Tou Napoxou.

Me ekTipnon



AnunTPIaAdng KwvaoTavTivog



