1. Miotevete OTL elval avaykaio f 0xL va oplotel To onpeio teppatiopol Siktvou;
MapakaAoUpE TEKUNPLWOTE TNV Aroyn oag.

O opLopog Tou onueiou tepuatiopol Siktuou (ITA) eival avaykaiog ylati onwg daivetot
oTnV MPAEN Ta TEAEUTALD XpOVLA, N TIOALTIK TWV TAPOXWV TIou TULRAAAEL TN Xprion
OUYKEKPLUEVOU €EOTIALOUOU £XEL SnULOUPYNOEL TTOANG TTPOPBANLATA, OTIWG OLKOVOLLKN
gmBapuvon yLa Tov TEALKO XPHoTh TOU KOOTOUG TEPUATIKOU €EOTTALOUOU KATA TNV aAAoyn
oo MAPOX0 o€ MAPOX0, BAABEeC, Suoheltoupyleg Kal xaunAn anddoon SIKTUou AOyw KAKAG
TIOLOTNTOG TEPUATIKOU €EOTTALOLOU, CUGCWPEUCN AXPNOTWV NAEKTPOVIKWY CUCKEUWV Kal
GA\a, Ta omola avaAvovral Ste€odika otnv amavinon tng epwtnong 2. OAa ta mapanavw
Ba aVTLUETWTTLOTOUV LE TOV OPLOKO Tou XTA.

2. Molo onueio Bewpeital kataAAnAdtepo va oploBei w¢ onueio Teppatiopov Siktvou (A, B
1 C). TEKUNPLWOTE TNV ATNAVTNON 0ag.

KataAAnAoTepo onpeio yla oplopo Tou we Znpeiov TeppaTiopol AKTUOU KpiveTal To A.
AkoAouBel n Tekunplwon opadomolnpévn Katd evotnTeg.

ISlwTKOTNTA

H npootaoiag TnG LBLwTIKOTNTAS EMIBAANEL VO LNV EXEL O TTAPOXOG MPOCBACH OTN CUCKEUN
oo TNV omola MePVAEL N Kivnon evtog Tou TomikoU SIKTUou Tou TeAkol Xprotn. AutA n
LoYupn amaitnon cuvnyopel oTov 0pLopo Tou XTA oto onpuelo A.

Aoddiela

H aodalela dedopévwy n omoia ivat kpiowng onpaociog, emBAAEL va UTTOPEL O TEALKOC
XPROTNG va KAveL updates oTtov router Tou f KoL va TOV avTikaBLloTd Kotd To Sokouv. H péxpt
TWPEO TIPAKTLKH TNG XPNoNng TEPUATIKOU €EOTIALOMOU TIOU TTAPEXEL O TIAPOXOC EXEL el OTL
yla tpodaveic Adyoug kdotoug Sivetal eEOMALOUOC GTNVOG, Tapw)NMEVOCS, XwpPLg support
amo TNV ETALPILO KATAOKEUNG KaL XWwPLg ouoTtnuatikd updates. Eniong, av 0Aot oL teAdteg
€xouv L8ilou Kataokeuaotn eEOMALONO, eav epdavioTel kamolo exploit Ba Ttoug emnpedost
oMAoug, o€ avtiBeon pe TNV MeplmTtwon ou UTapxeL MoAuopdia Tou eomALopol mou
XPNOLLOTIOLOUV OL TTIEAGTEG. ZUVETIWG Kal N aodpdalela SeSopévwy we {NTouevo emPBAAAEL
TOV OpLOUO ToU XTA oto onpeio A.

MoldtNTa UTNPECLWVY /KOl EAATTWUEVN TIAPOXH UTINPECLWV

H moldtnTo UTINPECLWV TTANTTETOL CUXVOTATA ATIO TOV EOMALOUO TIOU TLBAAAEL O TTAPOYOG
oTov TeAkoU Xprotn, 0 omoiog eival mapwynUévog, xapunAwv duvatotitwy, e bugs mou
KaBlotolv cuyva oplopéva features tou aduvarta otn xpron (m.x. multicasting, dynamic
DNS). Ta online forum elval yepdta and mopdnova XpnoTwy OXETIKA LE TPOBANUATLKO Kol
KOKAC TToLOTNTAG EOTALOUO TIOU £ivail avaykoopEVOL va Xpnaotpormotolv. MoAhot routers yla
napadetypa prthokapouv to SIP port (yiarti to xpnowomnotolv ot iSlot) pe amotéAsopa va
MNV Umopel kamolog va kavel €va SIP trunk pe kamotov SIP server oto Internet. Emiong
ToAAol routers WIAokApouv To port 22, To omoio &gV Pmopel va To KAVEL 0 TEALKOG XPHOTNG
avakatevBuvon og kamolov host Tou ecwtepLkol SIkTUOU, ylati To Xpnolomnolouy ot idlot
ol routers. AA\o mapadetypa sival to dynamic DNS 6mou kdBe router umootnpllel dikolg
tou dynamic DNS providers, kat xpeLalovtatl aAAQYEG ATO TNV LEPLA TOU TEALKOU XproTh
KaBe dopad mou arldleL router ) tapoxo. Mo MToAAOUG XPOTEG TOU EUPUTEPOU XWPOU TNG
TANPOodOpPLKAG auTd eival coPfapd mpoPAnuata, S1otL tpodcPfacn oto Internet dev onuaivet



yla 6Aoug anlwg Facebook, Web & Netflix. Kal autd to onpeio cuvnyopet otov oplopd tou
2TA oto onueio A.

YTEPOYKEC XPEWOELG ThAEDWVIAG

Av oL mapoyol B€Aouv Omwg Loxupilovtal va mPooTatéYPouV TOV TEALKO XpHoTn amo
UTTEPOYKEC XPEWOELG KL yLa Tov AOYo auto Sev Sivouv Tou kwdikoUu ¢ tnAedwviag (SIP
credentials), prmopoUv amAw¢ va Swoouv TNV SuvatoTNTA 6TOUC TEAATEC TOUC TToU {NTouV
TOUC KwLKoU G TnAedwviag va opilouv PLEYLOTN XPEWON UETA AT TNV omoia Ba SLaKOmTETAL
n unnpeoia tnAedpwviag. TUVENMWGE KAl N TPOOTACLA TWV MEAATWY WG {NToUEVO eV
gumnobiletal pe Tov oplopo Tou ITA oto onueio A.

AwaAettoupykotnta Teppatikou E€omAlopou e to dnudaoto Siktuo

Onwc pabaivoupe Kal 0To MpwTo £To¢ oroudwv MANPodopLKAC, 0 AOYOG TTOU METUXE TO
Internet eival 6tL oploTnkav Kowad MPwtokoAa StacUvdeanc Kal emkovwvlwy. Etaol, omola
ocuokeun Tnpel autd ta mpwtokoAa propel va Stacuvdebel, eite elval UTIOAOYLOTAG, KLVNTO,
Aauma n Yuyelo. O mapoxog Internet kat tnhedwviog, odeilel va eival mapoxog Internet kat
tAedwviag, Omwg autd ta Vo opilovtal ota oXeTIKA TPWTOKOAAa (TCP/IP, SIP KTA).
AvTLoTOlXWC, Ol KOTAOKEVAOTEG TE odeilouv va mMwAOUV CUCKEVEG CUUPATEC LE OUTA T
KOLVA TPWTOKOAAQ KalL £€TOL emituyxavetal n Stadettoupykotnta TE kal dnpociou Siktvou.
Odeilovpue va StaduAafoupe Tnv oudetepdtnta Tou Internet ylati autr ivat n Suvapr tou
KoL VoL LNV adRooUUE ToV EKPUALOUO TOU EMLTPEMOVTAG O KABE dpoxo vo BETeL
TLEPLOPLOMOUC KATA To SokoUv. Ta mapamndvw emiBarlouv tov oplopd tou ITA oto onueio A.

EAe0BepOC avVTaAyWVIOUOG

To {nToupEevo Tou eAeUBEPOU avTaywVIOHOU Sev XpeLAETAL IEPALTEPW TEKUNpPlwon. EE
OpLOMOU TTANTTETAL OTAV O TIAPOXOG ETMLBAAAEL EEOTALOUO EVOG KATAOKEUAOTH EVW
KOAUTITETAL OTAV O XPrOTNG £XEL TN SUVATOTNTA VO XPNOLUOTIOLNOEL EEOMALOUO TNG ETUAOYNG
Tou. Elval amoAUTtwg amapddekto Kot PoBANUATIKO afLOTILOTOL EEOTALOMOL LEYAAWY OIKWV
1.x. Cisco, AVM, Mikrotik va amokAeiovtal kal va pnv pnmopouv va xpnotponotnBoulv oe
Kavéva oTtitL kal etatpia otnv EAAGSa.

Enavaypnotponoinon e€onAlopou

AeSopévou Tou OTL 0 eAsVBEPOG OVTAYWVIOUOC HETAEY TWV eTAPLWY oTaBepnc tTNAsdwviag
SnuLoupyel KvNTIKOTNTA TWV MeEAATWY, SnULoupysital évag TepAcTLOg OYKOG Ao
router/modems ta omola EEUEVOUV KOTA TNV HETAKIVNON TWV XPNOTWV Ao TAPOXO0 OF
TLAPOXO0, KAl SV UIMOpPoUV va xpnotponotnBolv oTov VEO APOoX0. AUTO £XEL KOL OPVNTIKN
CUVETTELA aVOPOPLKA HE TNV OLKOAOYLA KaL TNV CUCCWPEUGCN AXPNOTWVY NAEKTPOVIKWV
CUOKEUWV, AAAA KoL TIPOKUTITEL N avAyKN yLa pUOULON TwV VEWV SpOOAOYNTWY LLE TUXOV
£161KEC amnautnoslg (port forwardings, static DHCP KTA) peTd TNV petakivnon amd mapoxo o
Tapoxo. O MPOTEVOUEVOC OpLOUOC Tou XTA oto onpeio A Ba GNUAVEL TO TEAOG TWV CUVEXWVY
oAAaywv eEOTALOUOU, oL oTtoleg AAAQYEG VO LNV EEXVALE OTL ONUALVOUV EKTOG TWV
npoavadepBEVIWY KOl OLKOVOULKN EMLPAPUVON TOU TeAKOU Xprotn, SLOTL TO KOCTOC TOU
€€OMALOMOU EVOWLATWVETAL OTA TILOAOYLA TOU TTapdX0U £(Te e KPUDO eite Pe Ppavepo
TpoMO.

3. Eav npoteivete ta onpeia B | C avadepbeite avaluTika ota KpLTApLA TG EVOTNTAG 5 Ta
omola GUVTPEXOUV I} OTtoLAdATIOTE EMUTAEOV KPLTAPLA TIOU TEKNPLWVOUV TNV POTOCH 0OC.



4. Eav mpoteivete To onpeio A aLtloAoynoTe yLOTL KATA TNV Kplon oag 8ev cuvtpExouv Adyol
edappoyng Twv kpttnpiwy iii-vi tng evotntag 5.

Kpttrpto iii. - "AmAouoteuon Twv AeLToupyLwy Tou dnpoctou Siktuou"

H eumnetpia £€xeL dei€el OTL 0 TAPWYNUEVOG, XOUNANG TTOLOTNTAG, KOOTOUG Kol SUVATOTATWY
TEPUATIKOG £EOMALOUOG TTou Sivouv oL tapoxol IPOKAAEL Leyalo Oyko SO0UAELAC ota support
helpdesk toug. H xprion €€omALopoU tng emAOYNG TWV XpnoTwy Ba onpavel avamodeukta
Xprnon KaAutepng molotntag e€OMALOUOU, 0 OTOLOG TNPEL TAL SIKTUOKA TTPOTUTIAL KAl TO!
vAoToLel TILOTOTEPA ATIO O,TL O TEPUATIKOG EEOTMALOUOG Ttou emLBAAAouV oL tapoyot. O
0pLopOG Tou XTA oto onueio A Ba onuavel eAattwon Tou Gpoptou Twv support helpdesks Twv
TIAPOXWV.

Katd ta aAAa, o tapoyog 6ev Ba anwAéoel TRy SuvaToOTNTA VA TTAPEXEL TOV TIPOTELVOUEVO
oo To (610 e€0MALOUO O0TOUG XPHOTEC Ttou emBupolv va iapaAidpouv TE mpopuBuLopévo,
£tolpo yua plug & play. Téhog, Onwe twpa TPoPAEMETAL N XPEWGCN TOU TEALKOU XpROTN OTNV
neplntwon dokomnng Hetdpaong cuvepyeiou otav £xel SnAwBel PAABN otn ypapun n onola
TEALKA amodelkvUEeTaL OTL elval KATIOLo NAEKTPOAOYLKO TIPOBANUa KaAwSilwaong evtog Tou
XWpou guBblvng tou teAkol xprotn (m.x. omitt), Oa sival Aoyiko va tpoBAEmEeTAL KoL XpEwan
yla TNy mepintwon mou n avodepouevn PAapn odpeiletal os mpoPAnpa tou TE emAoyng Tou
XpNotn N aduvopia cwotAg pUBULONG Tou. O TEALKOC Xprotng avalapBdvovtag tnv eubivn
va eTiAEEeL koL vo puBpiosl tov TE emMAOYAC TOU, EMWULILETOL KOLL TLC CUVETIELEC.

Kputrpto iv. - "Aodpaiela tou Siktvou"

H aodaleta tou Siktvou mARTTeTaL pL{IKA armd TV padlkn xprion oto Siktuo evog mapoyou,
TEPUATIKOU €EOTIALOUOU EVOC KOTOLOKEUQOTH), O OTOL0G HAALOTO EEOTALOUOG gival xapnAou
KOOTOUG Kal oXeOOV UNBEVIKNG cuvtripnong Kot support. H aopaiela tou Siktuou Ba
avaBabuiotel ano v eykatdotoon eEOMALOHOU UPNAGTEPNG TTOLOTNTAC KL TILO
MOKPOXPOVLAG UTIOOTHPLENG EK LEPOUG TOU KATAOKELOOTH e updates.

Kputrjplo v. - "Alaxeiplon kivnong tomkou Siktvou (local traffic)"

To {ntoUpevo yia lawful interception gv mAntreTal anod to {NToUUEVO OpLopd TOU onpeiou A
w¢ XTA. To lawful interception €xetL vonua va edappootel (0Tav amalteltol) Katd Tig
ETIKOLVWVIEG TOU TEALKOU XpNoTN UE To Internet Kol OxtL VIO TOU TOTILKOU ToU SIKTUoU.
Kpttrpto vi. - "Mapoxn unnpeowwv otabepng thAedwviog péow acUppatng texvoloyiag"
MpOKeLTaL yLO Lol OTIAVLA TTEpIMTWon Omou Kat TtaAL urtdpXel SlaBéoluog eEOMALOUOG oThV

0yopa TIOU KAAUTITEL TLC TIPOTUTIOTIOLNUEVEC TTPpoSLaypad£C Kal Umopel va Tov mpopnBeutel
KoL 0 xpnotng (TE pe evowpatwpévo 4G) Kat otov omolo Ba pmet n SIM tou rtapdyou.

Me ektipunon,
Apwvng ZTOUATLOC



