1. ITotevere 6TL €lvor avoyKaio 1] 6yl vo 0PLGTEL TO 6N UEI0 TEPPRATIOHOD IKTVOV;
HopoxkaroOpue TEKUNPLOOTE TNV ATOYN GOG.

O opioudg Tov onpeiov teppatiopov dktvov (XTA) eivon avaykaiog yioti 6nwe aiveton 6TV
PN ta TeEAevTain YPOVIN, 1| TOAITIKY TOV TOPOY®V TOV EMPAAAEL TN (PO CLYKEKPIUEVOL
eEOMMG OV €xel OnovPYNGEL TOAAG TPOPANUATO, OTOC OIKOVOUIKY] ETPAPLVCT Y10 TOV TEMKO
YPNOTN TOV KOGTOVG TEPUOTIKOD EEOTAGLOV KOTA TNV aAAAYT| O TAPOYO GE TAPOY0, PAdPeC,
duoettovpyieg kol YoUNAN ardd06M SIKTVHOV AOY® KOKNG TOOTNTAG TEPUATIKOD EEOTAIGLLOV,
OLGOMOPELGN AYPTOTOV NAEKTPOVIKMY GUCKELMOV Kot AAAQ, TO 0TTOi0L AvaAVOVTOL SIEE0OIKA GTNV
amdvinon g epamong 2. Oia ta mapondve Oa avtipetmiotoby pe Tov opiopud tov XTA.

2. ITowo onpeio Bswpeite KaTaAANLOTEPO VO 0PLo0el Mg onueio TeppATIoHOV dikTVOL (A, B 1
C). TekunpLOGTE TNV UTAVTGI] COG.

KataAnAdtepo onpeio yio optopd tov o¢ Enueiov Teppotiopon Awtdov kpivetor 1o A. AkolovOel
N TeEKUNPIoT OpOSOTOUEVT KOTH EVOTNTEC.

Ioiwtxotyta

H mpoctaciog ¢ biotikdtnrag emPBaArel va unv €xet 0 mhpoyog TpdcPacn 6T GLGKELN AT TV
omoia mePvAEL 1 Kivnon evtog TOL TOTKOV SIKTLOV TOV TEAMKOV YPOTH. AVLTY| 1] IGYLPY| OmaiTnON
ovvnyopel otov optopd tov ZTA 610 onpeio A.

Aopdleio

H acpddeta dedopévav n omoia eivar kpioyung onuociog, emtBailel va pmopel o TeMKOC ¥potng
va kével updates otov router Tov 1 Kol va Tov ovTikaiotd Katd to dokovv. H péypt topa mpaktiky
™G XPNOMG TEPLATIKOD EEOTAMGLOV TOV TOPEYEL O TAPOYOG £xEL dEIEEL OTL YO0 TPOPAVEIS AGYOLG
KOGTOVG divetanl eE0MMGLOG OTNVOS, TAp®YNUEVOS, Y®PIG support omd TNV eTapio KATOGKELNG Kot
Yopic cvotnuatikd updates. Eniong, av 6Aot o1 teddteg £xovv 1010V KOTAGKELAGTN EEOTAMGO, EAV
enpaviotel kamoto exploit Ba Tovg ennpedoel OAovS, o€ avtiBeom e TNV TEPITTOGT TOL VILAPYEL
TOAVLOPPia TOV EEOTAMGOD TOL YPNOUOTOIOVV 01 TEAATEG. ZVVETMG KO 1) ACPAAELD OEOOUEVMV
¢ {nrovpevo emPdirel Tov opiopd tov XTA oto onueio A.

ToiotnTo. vTNPEcIOV H/KOL EAOTTOUEVN TOPOYH VINPECTLOV

H mowotta vanpeciodv mAnttetan cuyvotata and tov eEomAMcopd mov emPBAALEL 0 TAPOYOG GTOV
TEMKOV YPNOTY, 0 01010G Elval TOPOYNUEVOS, YAUNADY SLVATOTHTOV, e bugs Tov KaB1GTOLY GLYVA
opiopéva features tov advvata ot ypnon (n.x. multicasting, dynamic DNS). Ta online forum eivot
YeEUATO 0O TOPAETOVO YPNOTOV GYETIKA e TPOPANUOTIKO KOl KOKNG TO1OTNTOG EEOTAIGUO TOL £ivat
avaykacpévol va ypnoiponotovv. [loAloi routers yio mopdodstypo priokdpovv to SIP port (yiati to
YPNOLLUOTOLOVV 01 15101) e OmOTELET O VO, UNV Uropel kdmotog va kdvet Eva SIP trunk pe kémotov
SIP server oto Internet. Eniong moA)loi routers pnloxépovv to port 22, to onoio dev umopet vo, To
KAveL 0 TEMKOG ¥pNoTNG avakaTevBuvon g kamolov host TOV E6OTEPIKOV SIKTVOV, Y1ATi TO
YPNOLoTOovV ot id1ot ot routers. AAho mapdostypa eivar to dynamic DNS 6mov kd6e router
vrootnpilel dikovg tov dynamic DNS providers, kot yperdlovtor aAlayég amd Ty HepLd Tov
TEMKOV YpNoTn KABe popd mov aAralet router 1§ mdpoyo. ['o ToAAOVG ¥prioTEG TOL EVLPVTEPOV
YDPOL TNG TANPOPOPIKNG avTd Elvan coPapd mpoPfAnuata, d10TL TpdsPacn oto Internet dev
onpaivel yia 6Aovg animg Facebook, Web & Netflix. Kot avtd 10 onpeio cuvnyopel otov opiopod
tov XTA ot0 onueio A.

Yrépoykeg ypewoeis tniepwviog



Av o1 Tapoyot BELovV OTMG 1oYLPILovTaLl Vo TPOSTATEYOLV TOV TEMKS ¥PNOTH ond VIEPOYKES
YPEDGELS KOl Y10 TOV AOYO 0VTOV dgV divouy Tov kmotkovg TmAepmviag (SIP credentials), umopotv
ATTAMG VO OMGOLV TNV dLVATOTNTO GTOVG TEAATEG TOLG OV {NTOVV TOVG KMOKOVS THAEP®VING VOl
opilovv péylom ypémon HeTd amd TV omoia Oo S1KOTTETUL 1) LANPEGTA TNAEPOVING. ZVVETMG Kol
N TPOGTACIN TV TEAATOV MG {nrovuevo dev epmodileTon pe tov optopd tov LTA oto onueio A.

Awoderrovpyiotyro. Tepuotikod Eéomliouod ue to onpooto oiktvo

Onwg pabaivovpe kot 6to TpmTo £10¢ 6ToVd®V [TAnpoopikng, o Adyog mov métvye to Internet
elvar 6t1 opioTnKaY KOWA TPOTOKOALN d10cVVOESN G Kot Enkovovimy. 'Etot, 6mota cvuckevt| tnpet
aLTA To TPOTOKOAAN UTOPEL Vo d1acLVvOebEd, ite ival vTOAOYIGTNG, KivnTo, Aduma 1 yoyeio. O
nmapoyog Internet ko tnAepmviag, opeidetl va ivon mdpoyog Internet Ko tnAepmviog, OTMS AVTA TaL
dvo opifovtat ota oyetikd tpwtoékoAila (TCP/IP, SIP ktA). Avtictoiymc, ot kataokevactég TE
0PeiloVY Vo TOAOHV GVOKEVEG GUUPATES LLE ALTA TOL KOVA TPMTOKOAAQ KO £TGL EMTLYYAVETOL 1)
drertovpykotnta TE kot dnpociov diktvov. Oeeirovpe vo StapLAGEOLLE TNV 0VIETEPHTNTO TOV
Internet ywoti avtn ivor n SOvopn Tov Kot va unv aprGOVLLE TOV EKPUVAIGUO TOV EMTPETOVTAG GE
K&0e mapoyo va B€tel Tepropiopovs katd to dokovv. Ta mapamdve emBdAiovy Tov opiopud tov XTA
o610 onueio A.

Eled0epog avraywviauog

To {nrovpevo tov erehlBepov avtaywvicov dev ypetdletal tepartépw tekunpioon. EE opiopod
TANTTETAL OTAV O TTAPOY0G EMPAAAEL EEOTAMOUO EVOC KATOGKEVOGTI EVA KOADTTETAL OTAV O YPNOTNG
£xel T duvatdHTNTO VO YPNCLUOTOMGEL EEOTMGUO TG €MA0YNG ToL. Efvan amoAdtog amapdoekto
Kot TPoPAnpatikd a&lomiotot eEomAicpol peydawmy oikwv m.y. Cisco, AVM, Mikrotik va
OTOKAEIOVTOL KO VoL UMV Uropov va. ypnotponomBovv oe Kavéva omitt kot etoupio otnv EAAGSA.

Eravaypnoyoroinon eonliopod

Aedopévou Tov 0Tt 0 eAeVBePOG AVTOYOVIGHOG LETAED TV ETAPLOV 6TaBEPNG TNAEQPOVING
OMNUoLPYEL KIVNTIKOTNTO TOV TEAAT®V, ONpiovpyeital Evag 1epdoTiog 0YKog amd router/modems Ta
omoia EEPEVOLV KT TNV PETAKIVIOT TV YPNOTAOV OO TAPOYO GE TAPOYO, KO OEV UTOPOLV VAL
YPNOLUOTONOOVV GTOV VEO TThPOY0. AVTO £YEL KO OPVITIKT) CUVETELD AVAPOPIKA LLE TNV OIKOAOYIO
KOL TNV GUGCAOPEVOT| AYPNOTOV NAEKTPOVIKOV GUGKEVMV, CALL KOl TPOKVTTEL 1] AVEALyKT] V1o
pOOuIoN TOV VEOV dpopoloynTdv e TUXOV e10KEG amattnoelg (port forwardings, static DHCP k1))
petd v petakivnon and ndpoyo oe mdpoyo. O mpotevouevog optopog tov XTA oto onpeio A Oa
ONUAVEL TO TEAOG TV GLVEXDV OAAAYDV EEOTMGLLOD, 01 0TTOieg aALAYEC VO unv Egxvape OTt
ONUOiVOLV EKTOG TV TPOAVAPEPHEVTOV Kot OIKOVOULKY EMPEAPVVOT) TOV TEAMKOV ¥PNOTI, O10TL TO
KOGTOG TOV €EOMTAMGLOD EVOOUATMOVETAL GTO TILOAOYLO TOV TOPOYOL EITE PE KPLPO ElTE e PavVEPO
TPOTO.

4. Eav npoteivete 10 onuEio A 0ITIOAOYNOTE YIOTL KOTA TNV KPiGT 060G OEV GUVTPEOLY AdYor
EQUPLOYNS TOV KprTpimy iii-vi Tng evotnroeg S.

Kpitipio iii. - "Awlodotevon twv Aertovpyimv tov onuoaiov oiktoov”

H eunepia £xet deiet 0TL 0 MAp@YMUEVOS, YOUNANG TOLOTNTOS, KOGTOLG KOl SUVOTOTHTMV
TEPUATIKOC E0MMGOG TTOV OTVOLV 01 TAPOYOL TPOKAAEL LEYAAO OYKO SOVAELAG GTaL support



helpdesk tovc. H ypnon e€omAiopot g emAoyng tov xpnotdv Ba onudvel avamdeevkTa ¥prion
KOAOTEPTG TTOLOTNTOG EEOTAIGHOV, O 000G TNPEL TAL SIKTLOKA TPOTVTOL KO TO. VAOTOLEL TIGTOTEPQL
amd 0,TtL 0 TEPUATIKOC £E0MMG O TTov emBdAlovy ot Tapoyol. O opiopog tov LTA oto onueio A Ha
onuavel eAdttoon Tov eoptov Tev support helpdesks Tov mapoywv.

Katd ta dAla, 0 Tapoyog dev Ba anwAEésel TNV SLVATOTNTO VA TAPEXEL TOV TPOTEWVOUEVO OO TO
1010 e€omMopd oTovg YpNoTeC mov emBuuovv va tapoardfovv TE tpopvbuicuévo, £toyto yia plug
& play. Téhog, OnmC TP TPOPAETETAL 1) YPEWDCT) TOV TEAMKOV YPNOTI GTNV TEPIMTMOOT) AGKOTNG
petdfaong cvvepyeiov Otav £xel ONA®OEel PAGPT ot Ypopp| 1 oroio TEMKA ATOOEIKVVETOL OTL
etvat Kamo1o NAEKTPOAOYIKO TPOPAN LA KaA®mIIOoNG EVTOG TOL YDOPOL VOVLYNG TOV TEAMKOV YPNOTN
(.. omity), Ba elval Aoyiko va TpoPAETETAL KO ¥PEMOT] Y10 TNV TEPITTMOT) TOV 1 OVOPEPOUEVT
BAGPN opeiretar oe TpoPAnua Tov TE emhoyng tov yxpriot i advvopio cootg pvbuicng tov. O
TEMKOC xpnotng avarapupdvovtag tnv vBvvn va emAéet ko vo puBuioetl tov TE emdoyng Tov,
enopiletol Kot TG GUVETELEC.

Kpitipio iv. - "Aopdieia tov diktoov”

H acpddeta Tov diktvov mintretol prlkd omd v poalikn ¥pnion oto dikTvo evog Tapoyov,
TEPUATIKOV EEOTAIGLOV EVOG KATAGKELAGTY], 0 0T0{0g LdAIoTO EE0MAMGLOG Elvat yapumnA0D KOGTOVG
Kot 6Y€06V UNdeVIKNG cuvtipnong kot support. H acpdieia tov dikthov Ba avafadctel and v
£YKATACTOON EOTAMGLOV VYNAOTEPNC TOLOTNTOG KO TTLO LLOKPOYPOVIOG VITOGTNPENG EK LEPOVG TOL
KOTAOKELOOTH [ updates.

Kpitipio v. - "Mioyeipion kivhong tomikov diktooo (local traffic)"

To {ntovpevo ywa lawful interception dev A TTETOL 0O TO {NTOVUEVO OPIGHO TOL GNUEIOV A WG
YTA. To lawful interception £ye1 vonpa va epappootel (0tav amarteiton) Kot Tig ENKOV®mVIES TOV
TEMKOV Y¥pNoTn He 1o Internet Kot Gyt VIO TOL TOTIKOV TOL OIKTVLOV.

Kpitnpio vi. - "lapoyn vrnpeoiov atabepns tnAepmviog uéow aovopuotns teyvoloyiog”
[Tpoxertan ylo o omévia TepinTmor 0mov Kot Tt VLAPYEL SLBEGILOC EE0OTMGIOG GTNV 0yOPa TOL
KOADTITEL TIC TPOTLTOTOUEVES POy PaPES Ko popel va tov pounBevtet kot o ypnomg (TE pe

evoopatopévo 4G) kat otov omoio Oa pumer 1 SIM tov TapdyovL.

Xroyeio:
oA kapdxng Hiiag



